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Annoranus. Cetb Hidden Lake, siBrisisick 1o ipupo/ie cBoeii QB-ceTbto, TipeficTaBisieT
coboli Take psifi HOBbIX apXWUTEKTYPHBIX DellleHWi, paHee He TIPUMEHSIBILIHXCS B
CTPOEHWM aHOHHUMHBIX CHUCTeM. ba3upyscb Ha TIPUHIUIE MHKPOCEPBUCHOM
apXUTeKTyphbl, TaKOBasi CeTb MOXKET He TOIbKO [00aB/ATb, HO TakKkKe W YJaNsiTh
GYHKI[UH TI0 Mepe CBOeM HeoOXOAMMOCTH, HWKAK He HW3MeHssl MpH 3TOM OOy
MexaHu3M paboTbl. Basupysick Ha C/ernoi MapIIpyTH3al[ii U TIOJHOM IHIHU(PPOBaHUN
coo011ieHrH, TaKOBasi CeTh CBSI3bIBAET BCEX Y3/IOB B CUCTEMe, He IT03BOJIsIsl IPUMEHSITh
JoTOBpeMeHHOe HabsrofieHue 3a CBA3sIMU U (DAaKTOM KOMMYyHHKaruu. [ToHnMaHMe
oOIIMX MPUHIUTIOB PabOTHI ceTH Ha Oa3e eé MaTeMaTHUeCKUX MOjiesiel CrIoCOOHO /1aTh
He TO/BbKO OLIEHKY KOPPEKTHOCTH (hYHKIIMOHMPOBAHHUSI BCEH CHUCTEMBI, HO U TaKXKe
BO3MOYKHBIN BEKTODP Pa3BUTHS OYAYIIIMX AHOHUMHBIX KOMMYHUKALIWH.

KiroueBble C/1I0Ba: CKPbITbIE CUCTEMbI; aHOHUMHbIE CETH; JlelleHTPaIM30BaHHble CeTH;
TeOpeTHUeCcK! JIoKadyeMasi aHOHUMHOCTb; (b-3a/jaua; MUKpPOCepBUCHAsI apXUTEKTYPa;
CTeK NpoToKo/0B gp/12; cetk hidden lake; mocTkBaHTOBast KpunTorpadus;
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1. BBegenue

AnonnmMHast cetb Hidden Lake (HL) - ato menentpamu3oBanHas F2F (friend-to-friend) [1]
aHOHMMHasI CeTh C TeOPeTUUeCKOM 0Ka3yeMOoCThio [2, ¢.49]. B oT/iMume 0T U3BeCTHLIX aHOHUMHBIX
ceteit, mogobus Tor, [2P, Mixminion, Crowds u T.1., cetb HL. crtocobHa MpOTHUBOCTOSITH aTakaM
riobanpHOro Habsmopatens. Ceru Hidden Lake ans aHoHMmm3auyu cBoero tpadyika He BayKHBI
TaKUe KpUTepuH Kak: 1) ypoBeHb CeTeBOM 1jeHTpa/u3al|iH, 2) KOJTMUYeCTBO Y3/10B, 3) pacrioyioKeHue
y3710B U 4) CBSA3b MEX/y y371aMH B CETH, UTO /leJlaeT TAKOBYIO CUCTeMY abCTpakTHOM [2, c.144].

2. QB-3agaua

3ajaua Ha 6asze ouepezmeir (QB - Queue Based) [2 c.149] mpeacraBisier coboit sipo
aHoHuMHOUM cetu Hidden Lake 3a cuér koToporo ¢opMmupyercs TeopeTUUeCKUd JAoKa3yemas
aHOHUMHOCTb. QB-ceTu mipeAcTaB/sitoT cob0i 0HY U3 Harbosiee MIPOCTHIX 3alau AHOHUMU3ALUU
B I/IaHe TIPOrPaMMHOM peanusauuu’, B CPaBHEHUH C JAPYTMMHU MPeACTaBUTEe/IAMU TeOPeTUUECKOM
nokasyemoctu B auije DC (Dining Cryptographers) [3, c.225] u EI (Entropy Increase) [2, c.165] -
ceTel.

ce1—'Qp

Qg = ([cg1l], cB2; ---» CBn)

Qa = ([ca1l, ca2, ---, CAn)
Qc = ([cc1l; ec2; - Ccn)

cc1—'Qc
Pucynok 1. QB-cets ¢ Tpems yuacTHuKamu A, B, C

Onpepenenue 1. [Tog 3a7aueli aHOHMMM3ALMK CJleflyeT TMOHMMaTh KpUOTOrpaduuecKuit
TIPOTOKOJI, 1]eJTbI0 KOTOPOTO SIBJISIETCS] COKPBITHE UCTHHHOMW CBSI3U MexXy (s € S,r € R) oro0 € O
B cucrteme X(S, R, O), 20e S — MHOXXeCTBO OTMpaBuUTesieid, R — MHOXeCTBO rojyuaresneii, O —
MHO>KeCTBO HabOsrofjaTesiei. B yacTHBIX ciyuasx, HabsogaTesnb 0 € O MoKeT ObITh Mpe/iCTaB/IeH
OJJHUM 13 aBOHEHTOB HeToCpe/ICTBeHHOI KOMMYHUKALWH, T.e. 0 = s, 0 = T.

Omnpepenenue 2. [Tox TeopeTHueCcKU JoKa3yeMOM 3afiaueld aHOHMMM3ALUMU TTOHUMAaeTCs
YaCTHBIA C/Tydyaid, IPU KOTOPOM Hainyue Jitoboro rnaccuBHoro Habmogarens Vo € O B cucteme
2(S, R, O), Bxmouas 17106a1bHOTO, HUKOUM 00pa3oM He B/IMSIET HAa KAUeCTBO CKPBITHS UCTUHHOMN
cBsi3u Mexay (s €S, r € R). OgaUM U3 BO3MOKHBIX CMOCOOOB [JOCTMXKEHHSI TeOPeTHUeCKOU
JIOKa3yeMOCTH CTaHOBWUTCSI CBeJIEHWE 3aJjaud CKPBITHS CBs3U (S € S, r € R) K 3ajjaue COKPBITHS
HCTOYHHWKA 3ToM cBsi3u s € S. Ha 6a3e manHoro noaxoaa dopmupytorcst DC, EI, QB cetn.

dopmasnbHbIM S13bIKOM QB-ceTb MOKHO OmucaTh CUCTEMOM C/ie/IyIOLIero BUaa:

QB-net = X"i—y(T = {ti}, K = {ki}, C = {(c € {E(m), Ex(v)}) <" Qi})

! AnonnmHas cetb M-A 3anumaer 100 CTpPOK KoJa Ha s3bIKe TpOrpaMMupoBaHusi GO, UCIO/b3ys
VICKJTFOUMTENTbHO CTaHJapTHYI0 6nbmioreky. PerosuTopwmii: https://github.com/number571/micro-anon.
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20e n - KOJIMUeCTBO Y3/10B B cucTeMe, K - MHOXKeCTBO K/itouel mn@poBanusi, T - MHOKeCTBO
neprozioB reHepauyy, C - MHOXKeCTBO 3alliM(POBAHHBIX CO00IeHuH, Q - ouepeab MIM(PPOBaHHBIX
cooO11ieHuH, i,j - UAeHTUPUKATOPbI OT/|e/IbHBIX y3710B, E - QyHKIMS mKM(POBaHUs, M - OTKPBITOE
coo0r1ieHue, v - 10)KHOe coo0IlleHue, I - K/IF0U LIM(pPOBaHUs He HaxXOsIUCS BO MHOXKecTBe K.

BbIH.IGYKEBaHHaH CHCTeMa MOXXET ObITh npeacTtaB/ieHd YeTbIDbMA COCTOAHUSAMMU:

1. Qi « (c = Eyj(m)), 20e k; € K, c € C. OtkpeITOe coobiieHre m HUQpyeTcs KIH0YOM
nonyyatens k; € K. Pesynbrat mmdposanus ¢ = Ejj(m) nomelaercs B ouepesib Q;,

2. Qi « (c =E.(v)), ecau Q; =@, 20e r; € K, ¢ € C. JloxHoe coobljeHre v mLUPpyeTcs
K/TFOUOM 0e3 Toyyaress r; & K. Pe3ynbrar mmdposanusi ¢ = E,(v) noMelrjaetcs B ouepesib Q;,

3.c~'Q; 20e tE€ T, c € C. B Kaxkaplii mepuoj, BpeMeHU t u3 ouepeau Q; OGepértcs
mrdposanHoe coobuienne ¢ € {E(m), E,(v)} n oTnpa/seTcss BCeM yUYaCTHUKaM CeTH,

4. m' = Dy!(c), 2de ¢ € C. Kaxiplii yUyaCTHUK MBITAeTCs Paciii(poBaTh MPUHATOE UM
mrdpoBaHHoe coobIeHre ¢ cBOMM KmouoM k; L. Ecu i pTekeT He noaaéTcs paciudpoBaHUIO
m'# m, TO 3TO 3HAUMT, YTO TIOJy4yaTeseM sIBJsIeTCS JMOO KTO-TO APYrou (MCTO/b30BaH KITHOYU
k; € K), 60 HUKTO (Mcronb3oBaH Kmou r; & K).

Teopema 1. B MHOXXecTBe Kitoueid r € R, py1s moboro mudprekcra ¢ = E(v), cyliecTByeT
BCer/la TaKOe 1, KoTopoe MPUBOAWT K paciiMppoBaHUIO JIOXKHOTO coobienus v = D, (c).

Joka3aTenbcTBO 1. MHOXeCTBO R oripefiensieTCs pa3HOCTbIO ABYX MHOecTB U \ K, mpu
U = KU R, npeacTapnsiroiiuM cob0¥i MHOXKECTBO K/Ttoued QyHKIMY 1mvdpoBanus. s mroboro
u € U BeinosnHseTcst oTobpakeHre B MHOXKeCTBO 1mprekcToB: | J E, — C, 1Ipu KOTOPOM TakKe
OyJeT CylLiecTBOBaTh Takoe U!, BLINOJHAIIee 00paTHOe 0TOOPaKeHHe B MHOKECTBO OTKPBLITBIX
tekctoB: |J D, 1 — M, ucxops us toro, uro cucrema (M, C, U, E, D) ssnsietcs mmdpom [4, ¢.75].

AnonumHOcTh  QB-ceTeli  0Ga3upyeTcss Ha  CJOXKHOCTA  OTpeJe/ieHUs]  COCTOSIHUS
mmdpoBaHHOTO COOOITeHNsI ¢, a UMEHHO 4eM OHO siBisieTcs: Ex(m) uiu E(v). OuepémHocTh
coobujeHnii Q B CBOIO oUepelb rapaHTUPYeT, UTO Bcersa OyZeT CyIlecTBOBaTh TaKoe COODIeHue
¢, KoTopoe Oy/ieT creHeprupoOBaHO CUCTEMOM B IepHO/], BpeMeHH! PABHBIN t, HE3aBUCUMO OT TIPUPO/IbI
camoro coobmjenust. [Ipy OTCYTCTBUM MCTHHHBIX COOOIIeHUI ouepeib Q MOXKHO pacCMaTpHUBAaTh
KakK ouepe/[b UCK/IFOUMTETbHO JIOXKHBIX coobiriennii E(v). [1Ipu rosiBieHUM UCTUHHOTO COOOILIeHUS
Ei(m), TakoBoe HauWHaeT 3aMeHsIThb co0ol JyiokHOe E,(V) B ompe/ieNIéHHbIN MepHO/] BPEMEHH t.
Bcnencreue 3toro, QB-ceTb CTaHOBUTCS reHepaTOpOM IlIyMa C (DyHKIMel KpaTKOBpeMeHHOM
3aMeHbI C/Ty4aliHOTO TpadyKa Ha [IeMCTBUTE/TbHBIN, @ HEPa3TIMUMMOCTD UG POBaHHBIX COOOIIeHUH
JpPyT OT JIpyra CTaHOBUTCS K/THOUeBbIM ()aKTOPOM aHOHUMHOCTH.

Teopema 2. [1pu HanMuMy ABYX Katodeid immdpoBanus K, r (MOpOXK/JaroIUX COOTBETCTBEHHO
WCTUHHBIE U JIOXKHBbIE TIM(PPTEKCTHI), oripejie/ieHle UCTUHHOCTU BbIOpaHHOTO MM(dpTEKCTa C; U3
KoHeyHoro MHokectBa C = {cy, C, ..., Cp} CBOAUTCS K BBIUMC/IMTENBHO CJIOKHOM 3afiaue, eCiu
cobsrofatoTest ycoBust 6e3oracHocTH E, Kk, r TapamMeTpoB.



JloKa3aTenbCTBO 2. 33/jaua UCTUHHOCTU IIM(pPTeKCcTa ¢; U3 MHOXecTBa C CBOJUTCA K
onpeJie/IeHUI0 ero MPUHAAJIe)KHOCTH K ABYM cocTtossHusM: Ex(m;) u E.(v;). I[Ipu HeusBeCTHBIX
napametpax k € K, r € R BepxHsis TpaHHLa IOWCKA OTpeeseTCs KOIMYeCTBOM HTeparyil
nonHoro nepebopa pasHbM |K U R| = |U| = |{uy, uy, ..., uy)}|, mpu K [ R = & cOOTBETCTBEHHO,
T.K. HEM3BECTHOW TepeMeHHOW B JIJaHHOM (CJlydae OCTaéTCs TPHHAJJIeXHOCTh repebrupaeMbIx
3HaueHnH u; K MHOXKecTBaM K U R (Teopema 1). Tlpu n3BeCTHOM U, HO HEM3BECTHOM OOpaTHOM
3HaueHUU U~! COOTBETCTBEHHO, NMPOOJIeMa OIpe/e/IeHNs] UCTUHHOCTH MIU(PTEKCTa C; CBOJUTCA K
O/THOM M3 aCHMMeTPUUHBIX 3ajau [3, ¢.378][3, c.386].

rnLv—R <

true

Q«<c

Pucynok 2. Anroputm 3anosiHeHust ouepesu B QB-3azaue, rae
R — reHepaTop JI0XKHBIX Co0bI1ieHH, K — reHepaTop UCTUHHBIX COOOIIeHHIH

Ntoro, anoHnMmHOCTE QB-ceTeil ompefesnsieTcs He TOJBKO Pa3pblBOM CBS3U  MEXAY
OTIpaBUTeNIEM U T0J/TyuaTesieM /s riobansHOro HabumoarTesis, HO ¥ TakKe OTCYTCTBHEM CBSI3H B
camMoM (pakTe OTIIpaB/eHUs U TMoyiyuyeHus: WHGopMalMyd. VIHBIMM C/I0BaMM, [JIs1 MaCCUBHBIX
Ha0stro/iaTenel, BKIIOYAIOIINX B cebsi ¥ r106anbHOro Hab/trojaTers, CTaBUTCS HETIOCHU/TBHOM 3a/jaua
oIpe/iesieHUs1 COCTOSIHUS CyObeKTa, a UMEHHO:

1. OtnpaBsnsieT 1M yY4aCTHUK i B IepUo/; paBHBIM t; KICTUHHOe coobieHue Ey(m)?
2. TlonyyaeT /1M y4acTHUK i B ieprogpl pasHbie T\{t;} kakoe-m60 coobumienne Dy;'(c)?
3. be3pelicTByeT /iu yuacTHUK i — E,(V) B aHanu3upyeMoM repuoje t;?

[Tpu Bcex TakuXx CrieHapusiX, He Oy/Iyud OIHUM K3 y3/I0B YUaCTBYIOL[UX HE[OCPeJCTBEHHO B
KOMMYHUKAl[id YW He TIPOSIB/ISIIOIIMM Kakoe-ub0 BIMsSHWE Ha ouepesib Q; aHA/IM3UPyeMOro
yuacTHHKA i, T.e. He Oy[JyuM y3/I0M TIPOSIBJISTIOIMM aKTUBHOe Hab/rofieHue, 3a/jaua CUMTAeTCs
HEBBITIOJTHUMOM, eC/ii airoputM mrdpoBanusi E 1 K/It0uu K, r sIB/ISIOTCS HaJ|EXKHBIMU.

AJII‘OPI/ITM 1. qDy'HKLII/IOHI/IPOBaHI/Ie Y4dCTHHKA B CUCTEME QB-net Ha A3bIKe IICeBJ0KO0dad

BBO/]: ouepedb Q, nepuod t, pynkyuu E, D, kaouu wugposanus k, r
BBIBO/]: noomHoxcecmeo wiugppmekcmog X € C
thread-1. (* I'eHepayusi ucMmuHHbIX WUGpMeKcmos *)
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while (true) {
ki —« INPUT_STREAM (* Bgod kmoua noayuamens *)
m — INPUT_STREAM (* BsoO0 omkpblimozo mekcma *)
Q < (c = Ey(m)
}
thread-2. (* I'eHepayus A10%#CHbIX WUGdpmMeKcmos *)
while (true) {
v « RANDOM_STREAM (* IlonyueHue noxcHo2o mekcma om KCI'TICY *)
c=E\(v)
while (Q # Q) {} (* OxcudaHue nycmoti ouepedu *)
Q<c
}
thread-3. (* OmnpaegneHue wugppmekcmos 8 cemnb *)
while (true) {
sleep(t) (* OxcudaHue nepuooa *)
c— Q,e0eceX
QB-net — c (* 3anuch wugpmexkcma 8 cemp *)
}
thread-4. (* IlpuHsimue wugpmekcmos u3 cemu *)
while (true) {
¢ « QB-net, 20e c € C\X (* UmeHue wugppmekcma uz cemu *)
if valid(m = Dy!(c)) { (* IIposepka koppekmHocmu pacwugposaqus *)
OUTPUT_STREAM — m (* Bbi800 nosyueHHO20 OMKpbImo20 mekcma *)

B QB-ceTsx eCTb Takke psiJi YHTEPECHBIX U HE COBCEM OUEBUHBIX MOMEHTOB. Tak Haripumep,
nepuo/| t; KaKAOTO OT/AeNbHOTO ydYaCTHWKA i He 00s3aTe/IbHO [JO/DKEeH WMeThb KOHCTaHTHOe
3HaueHue. [Tepro/ Mo)KeT U3MEeHSIThCS TI0 BpeMeHU WK BOBCe UMeThb CyJaiiHoe 3HaueHUe. Takoe
TIOBe/leHre HUKAK He OTPa3WTCsd Ha KauecTBé aHOHMMHOCTU Y3/I0B [0 TeX Top, TokKa OymeT
CYIIIeCTBOBAaTb caM (DaKT OT/IO)KEHHOCTH IM(MPTEKCTOB € B JiuIle ouepeain coobmieHuit Q. Ecam
coobiijeHne MOXHO OyzleT OTIpaB/iATb B 00XOA OuepémHOCTH, TOTJa aHOHUMHOCTb Oyzer
TIOCTEINeHHO YXY/IIaThCsA B 3aBUCUMOCTH OT KOJIMUECTBA OTIIPAaB/sieMBbIX TOJ00HBIM criocobom
COOOII[eHUH.

TakuMm obpa3zom, B otaimure ot DC-ceTel, rae niepuog, T TipesicTaB/ieH TOIBKO OJHUM OOIINM
3Hauenvem T = {t}, QB-ceTu [JenarOT TIepuOJ, He TOMBLKO CyOBEKTMBHO (MHAWBHYATHHO)
HacTpauBaeMbiM T = {t;, t5, ..., t,}, HO Takke W He 00s3aTeJIbHO CTaTUYHBIM /i1 KaXK/I0TO
reHepupyemoro coobmienus t € [I;k], 20e | <k. Takoe cBoiicTBo mo3BosisieT QB-ceTsiMm He
KOOIEepUPOBaTh C OTAEJbHBIMH y371aMH 3a TEpUO/l, a TakKe 0osiee KaueCTBEHHO CKPbIBAaTh
3aKOHOMEPHOCTh IMPUHA/JIEXXHOCTH T0/Th30BaTe sl K aHOHUMU3UPYIOIeMY Tpa(uKy.

Teopema 3. TeopeThuecky JoKadyeMasi aHOHUMHOCTb (QB-net CUCTeMbl OCHOBBIBAETCSI Ha
CHUCTeMaTUYHOCTH MOpOXAeHUus MHoxecTBa mmdprekctos C = C'|J CK = {c;, ¢, ..., Co} ¥ Ha
Hepa3IUYUMOCTH ero IOJMHOXKECTB OTHOCUTE/IEHO UCTUHHBIX CX 1 10KHBIX C" IM(pPTEeKCTOB.



HokazarenbcTBo 3. [Tycts C" = {c/, ¢7, ..., ;' } €CTh MHOXXECTBO JIO’KHBIX IIIU(PPTEKCTOB, a
Ck={c/*, ¢ .., ¢} HanpoTMB ecTb MHOXECTBO MCTMHHBIX IIM(PTEKCTOB mpu m, n = 0
COOTBETCTBEHHO, TOTJAa TIpU WX OO0BeJUHEHWH CO3[@aéTCs MHOXEeCTBO BCeX ILIMU(PTEKCTOB:
CUcCk={c/, c, .., ca> cif, 5 .., ¢} ={ci, ¢ ..., Cmin} =C. TlycTb mop 3amaueii
AeaHoHUMU3aLmu P4 OyeT anee MOHUMaThCS OJJHO3HAYHOE HaXOJK/eHue (pakTa CylleCTBOBaHUs
WIA OTCYTCTBUSI MCTUHHOTO coobimieHuss (n > 0?) B MHOXecTBe ImdprekcToB C. 3azaua
JleaHOHUMM3al[iY, B CBOIO Ouepe/ib, ONMpAeTCsl Ha JBe Jpyrue 3aJayd: HepaslMuuMocTH Py u
cucTeMatuuHocTy P). I1pu pelieHnu ofHOM U3 ABYX Moj3azay, 3aflaya JeaHoOHUMMu3aluu Oyjer
CUMTATBHCS TAaKKe BBIMOTHUMOM, UTO MOYKHO BbIPa3UTh U3bIOHKTUBHOM hopMoid: Py = Py V Pg.

3asiaua Hepa3IMUMMOCTH P ;) MoKeT ObITh OIpefiesieHa AByMsl BOSMOXKHBIMU CUTyaLUsIMU: 1)
mbo criocoboM HaxoXKIeHWs UCTHHHOro mmdprekcra c; = Em;) € C5; 2) mbo, HanpoTus,
Croco60oM JI0Ka3aTe/IbCTBA OTCYTCTBUSI UCTUHHBIX IIMGpPTeKCcToB ¢; & C* = . 3ajaua cTaHOBUTCS
TPUBMA/ILHOM NIPM OTCYTCTBMU LIM(PTEKCTOB B 001eM, T.K. C = J - C' = . Eam xe C # J,
TOT/Ia 3ajlaua CBOZMTCS K TpobjieMe COOTHOIIEeHUsS MUGPTEKCTOB ¢; € C K UX MepBOHAYaIbHBIM
noaMHOXecTBaM: C™ uam CX | uTo, Kak GbIIO MOKA3aHO paHee, SIB/SeTCs BEIUMC/IUTEIBHO CI0KHOM
3azaueli (Teopema 2).

3ajjaua cUCTeMaTUYHOCTH P() MOXKeT ObITh OIpefie/ieHa HAXOXKAeHUEeM [JONO/THUTeNbHbIX
CBsi3eil B MexaHu3Me TeHepaluu mndprekctoB C = {cy, Cy, ..., Cpf. EC/IU B39Th UaCTHBIN CTydaid
C=(, To 3aflaua CTAaHOBUTCS HEBBITOJIHUMOM, T.K. CBSI3HOCTh MIM(PTEKCTOB Oy[eT ampropu
orcytcTBoBath. [anee, mycte |C| =1, T.e. C ={c}, Torga, 3ajaua CUCTeMaTUUHOCTU OyJeT
CBOJUTHCS K BOTIPOCY: «BC/I€[CTBUE KaKOro COOBITHS X ObL1 TosyuyeH mmdpreKcT c?». Ecmm
coOBITHE X He UMeeT CBsi3el C KaKUM-JTMO0 OTKPBITBIM TEKCTOM m (T10/yueHHBIM, T0/TyuyaeMbIM,
OTIIPaBJIeHHbIM WIH OTIPAB/sieMbIM), T.e. IMU(PPTEKCT ¢ He ObLT CO3/jaH BCJ/IeACTBHE TIOSIBJIEHUS M
KakK COOBITHS, TOT/Ia X C/IeiyeT pacCCMaTPUBATh KakK He3asucumoe CcoObiTHe. EC/u TpenonoKuTh,
YTO CYIIeCTBYeT HEeKUl a/irOPUTM A, reHepUpYoLIUi MU(PTEKCTHI C; TTOCPeACTBOM HE3aBUCHUMOTO
coOBITHSA X, T.€. C; — A(x), The ¢; € C, unipu 3ToM C = C', TOT/Ia B MeXaHH3Me TeHepaliuu aripuopu
OyZyT OTCyTCTBOBATh JOTOJIHATEIbHbIE CBSI3W KPOMe OCHOBHOHM CBSI3U B /Mile COOBITUS X, T.K.
Ck=0 - ¢; & C*. Tenepb, ecnu mnpeanonoxutb obpatHoe: C =C'|JCK roe C#@, To0
coxpaHeHUe eJUHOM CBSI3U reHepaliyy, B JIMile He3aBUCUMOTO COOBITHS X, CTAHOBUTCSI BO3MOXXHBIM
TOr/a ¥ TO/ILKO TOr/a, Korja mudpTekcThl ¢; € CK GyayT co3maBaThcs BMECTe U BC/IEACTBHE TOTO
)Ke a/lropuTMa A, 4To U MKGPTEKCThl NoAMHOXKecTBa C', TOCPeJCTBOM HWCIIO/IHEHUSI YCJIOBUS:
(c = Ex(m)) if (m # null) else (c = E(v)) — A(x). B pe3ynbTare 3T0ro, UCTUHHast CBsi3b (m # null)
WHKAIICy/IMPYeTCs B He3aBUCUMOM CBSI3U X, U He TIPOSIBJISIET, TeM CaMbIM, CBOIO TIPUPO/Ty TeHepariui.

CnepcrBue 3.1. KoHeuHoe MHOXecCTBO IMGpPTeKcToB C MOXHO paccMaTpyBaTh Kak
pe3y/ibTaT MO3TanHoW reHepauyu noaMHoxects C; = {c;}, C, = {cy, ¢2}, ..., C, = {cy, Coy ..., Cp} W
KaK 3aBepIilieHre CeTeBOM KOMMYHHUKAIUK B 001jemM. Takum 0Opa3oM, 1py BBITTOJIHEHUU YCIOBUI
Hepas3/IMYUMOCTHU U CUCTeMaTUYHOCTHU MHOKeCcTBOM C = C,, nogMHoxecTBa C; & C,, IpOJ0/DKaoT
B PaBHOU CTeleHu Hac/le/loBaTh UX BBITIOJIHEHHUE.

CneactBue 3.2. [TycTh t eCcTb nepuoJ reHepalyd NopoKjaeMbIx MogMHOKeCTB C;. B Takom
Cjlydae, t eCTh TakKe BBOJHOE YCJIOBHEe W He3aBHUCHMOe COOBITHe AJisi alrOpuTMa reHeparjuu
mMPTEKCTOB: C; — A(t). Pa3 mepuog t 6asupyercss Ha anropuTMe A W TIPU 3TOM TOPOXK/eHHe
HIM(PPTEKCTOB He CBA3aHO C OTKPBITHIMU TEKCTaMH, TOT/la ero BapbUpyeMasi XxapaKTepUCTHKa B
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qure cratuuHocTd (t = T) win auHamuuHocTd (t € [I;k]) He crmocoOHa BO3JeMCTBOBATHL Ha
KaueCcTBO aHOHUMHOCTH.

CnepacrBue 3.3. He3aBrcuMble COOBITHS X1, X2, ..., X, IPUBSI3aHHbIE K YYaCTHUKAM 1, 2, ..., N,
Heo0bs13aTesTbHO [IOJDKHBI OBITh TTPe/ICTaB/IeHbl OOIITMM KOHCTAHTHBIM / CTaTUYHBIM 3HAaUeHHEM = X,
T.K. JaHHbIe COOBITHSI IPUHA/I/IE)KaT B PABHOM CcTeTieHH 00I1ieMy K/lacCy He3aBUCUMBIX COOBITH X.
B pesysbTaTe 3TOr0, A0MyCKaeTCs CylleCTBOBaHHe HepaBeHCTBa X; # Xj, [IPU MIOOBIX i, j 3HaUeHUsIX.

IIpumep 3.1. B QB-3agaue nox anropyutMoM A noHumaercss Q — CTpPyKTypa «ouepezb», a
TI0/l He3aBUCUMBIM COOBITHEM X HarboJlee YacTo TIOHUMAeTCs TIapaMeTp X=t — TIepHUOJ, TeHepalLiH.
XOTb t U SIBASIETCS TIPOCTBIM YC/I0BUEM (DOPMHUPOBAaHMS HE3aBUCHMOCTH, OHO BCE JKe He SIBJISIeTCS
eUHCTBEHHbIM. Tak HampuMmep, II0J, HEe3aBUCHMbIM COOBITUEM X=Nn MOXeT ITOHUMAaTbCs
dbopmupoBaHue mMdppTeKcTa ¢ — A(n) Ha OCHOBE N-020 KOMMUYECTBa TPUHSTBHIX MIU(PPTEKCTOB
CUCTeMOH OT [IPyTUX y4aCTHUKOB. OTCYTCTBHE 3aBUCUMOCTU OT OTKPBITBIX TEKCTOB 3aKOHOMEPHO
NIPUBOJUT K AaHAaJOTMYHOM TeOpeTUYeCKOM [O0Ka3yeMOCTM U yKa3blBaeT Ha BO3MOXXHOCTb
TIPUMeHEeHHsI CICTEeMOM HeCKObKUX Pa3/TUNUHBIX COOBITUH.

IIpumep 3.2. OtrnpaBnieHre Bcex mmdpTekctoB C = {cy, Co, ..., Cn} CETH 3a OJJUH pa3 TaKxKe
SIBJISIETCS He3aBUCUMBIM coObiTHeM x=a: C — A(a), XoTb U crielfudruuHbIM, T.K. 1) UCK/IIHOUaeT
Kakyto Obl TO HU ObI0O MHTEPAaKTUBHOCTh B JIMLle 3allpOCOB W OTBETOB; 2) He pacriojiaraeT
vH(opMalMeli 0 MpUpojie TreHepalud camoro MHo)KecTBa C. [laHHBIM TIpUMep WHTepeceH C
TeOpPeTUUeCKOW TOUKU 3peHus TeM, UTO C HeKOTOPON BepOsITHOCThIO Bce IIM(GPTEKCTHI BO
MHO)KecTBe C 00s13aTeNlbHO [O/DKHBI OCTAaBaThCSl JIOXKHBIMH. B TIDOTMBHOM Ciydae, OyayT
HapyIaThCsl Cpa3y JBa YC/AOBUS: 1) Hepa3TUUMMOCTH, Tle W3BECTHbIM Oy[eT CTaHOBUTHCS
HepaBeHCTBO CX # (J; 2) cUCTeMaTU4HOCTH, Ie CoObITHe a 6yeT 3aBUCUMO OT OTKPBITBIX TeKCTOB:
A(a) = A(m).

IIpumep 3.3. HebGosbitioe pas3nvuue aaropuTMa A TMpU TeHepaluu HUCTUHHBIX M JIOXKHBIX
IU(PTEKCTOB MOXKeT HapyLIWTb CUCTeMaTUYHOCTb reHepalmu. IlpeamnonoxuM, 4ro 3ajaH
CTaTUYHBIN [Iepro/, ¢, KaK YCI0BHe BYX aAropuTMOB P, Q, ¥ IpU 5TOM cama MpolieZlypa reHepaLiu
U(PTEKCTOB C; 3aHUMaeT IPOAO/DKUTeNbHOe BpeMsi r, Takoe uto 0 <r <t. [lanee, eciu
NIPeTION0XKUTb, YTO JIOXKHble IINU(GPTEKCTbl T'eHepUPYIOTCSl Cpa3y Ha MOMEHTE OTIMpaB/IeHUs
(ci = Ex(v;)) « P(t), Toraa mmdpTeKCT ¢; OTIIPaBUTCS CIIYCTs BpeMsi paBHoe t+r. B cBoro ouepefp,
eC/I UCTUHHBIE COOOIeHNsI TeHePUPYIOTCS 10 MOMEHTa OTTIPABJIeHHs], T.e. CHauasia TIOMeIaloTCs
B ouepeb (¢; = Ex(m;)) — Q(t), a UILIb OTOM OTIPABJISIOTCS, TO BPeMsi UX OTITpaBJIeHus OyzeT
3a/laHO KOHCTaHTOM t Ha cjefytolleM 3Tare reHepaliuyd. Takum o0pa3om, u3-3a MCIO/Ib30BaHUs
pasHbIX aArOpuTMOB TreHepauud, P u (Q COOTBETCTBEHHO, CUCTeMaTHUYHOCTb TIeHepaLu
IU(PTEKCTOB C; HApYLIaeTCsl 38 CYET CO3Z,aBaeMOM pasHULIbl I', XOTb IIPU 3TOM U HCIO/b3YeTCs
ob11iee, /711 ABYX aJTOPUTMOB, He3aBUCUMOe COOBITHE t.

IIpumep 3.4. Pasnnuue mexay anroputMamu P(t) u Q(t) onpefensieTcs JUIIb OTCYyTCTBUEM
WIM CyIlecTBOBaHWeM odYepeAu coobmjeHnii. TeopeTnuecku o0a anropurMa OCHOBaHBI Ha
He3aBUCUMOM COOBITUHM (, HO TIPAKTUYEeCKd OHU OT/IMYAIOTCS TeM, uTo Tipu P(t) reHepauus
UCTUHHBIX LIMGpTeKCTOB OyJer 6osee 3aTpyAHWUTE/NLHOW, T.K. OHAa TIPUBOJAWT K PYUHOMY HX
CO3/JaHUI0 HAa KOHKPeTHOM I[1epro/ie BpeMeHH t 110 IPUUMHe OTCYTCTBUS MeXaHH3Ma OT/IOKeHHOCTH



cooOIrleHHi [0 3a[JaHHOTO YC/OBUSI. AJITOPUTM C ouepefbio Q(t), HAmpOTHB, TI03BOJISET
reHepupOBaTh M COXPAHSTh COODIIeHNs B TI000H MOMEHT BpeMeHHU, BHe 3aBUCUMOCTH OT 3aJJaHHOTO
nepuoza t.

[Hanee, B QB-ceTsx npeznonaraeTcsi UCMOJIb30BaHME aCMMMETPUYHOW KpuUnTorpapuu o
YMOJIYaHHUIO, ¥ KaK C/IeJiCTBHE KII0uH k; # ki1 He cBa3anbI Mexay co6oli Hanpsamyro. Tem He MeHee
QB-ceTu Brio/iHe CIOCOOHBI PYKOBOACTBOBATHCSI UCK/TIOUNTETEHO CUMMEeTPUYHOM KpUMTorpadueit
npu Kotopoit k; = k;l. B Takom ciyuae Kmoud OyAyT NpeACTaB/IsTh He KaXKAOrO OTIeILHOIO
y4acTHHUKA CHUCTeMbI U3 N BO3MOJKHBIX, a HEMOCPEeJCTBEHHO CBSI3b MEX[y €€ yyaCTHUKaMH U3
n(n - 1)/2 Bo3MoXHbIX pébep rpada (CUCTeMBI), UTO IPUBOJUT TAKKe K TOSBIIEHUIO 00IMX KITFOUeit
BUja k; = kj /11 HEKOTOPBIX I, j yuacTHUKOB. EC/iM B cucTeMe 3a/10)keH MeXaHU3M MapUIpyTHU3alyy,
TO /151 paciirMpOBaHKS TIOTyYaTesTh I0/DKeH Oy/IeT UCII0/Th30BaTh YyKe He OTUH KOHKPeTHBIN KITHoU
k', a Bce emy usBecTHble Kimouu ky, ko, ..., k, ocpecTBOM MeToza ux repeGopa.

Vcrionib30BaHre CUMMETPUYHOM KPUNITOrpa(Uu MOXKeT MOBBICUTh KPUIITOCTOMKOCTb QB-net
CUCTEMbl B YCJIOBUSIX TOJTOTOBKM K TOCTKBAHTOBOW Kpumrorpaduu WM B pe3y/bTaTe eé
HaCTYTUIeHUs], T.K. U3BECTHO, UYTO COBPEMeHHbIe CUMMeTPUYHbIE a/ITOPUTMBI C OOJIBIIION AJTUHOMN
Kroda (256 6uT u Oonee) SBASIOTCS KBaHTOBOYCTOWUMBBIMH [5, c.131], B TO BpeMsi Kak HOBBIe
pa3pabaTbiBaeMble aCHMMETPHUYHBIE aITOPUTMbI, C KOHCEPBATUBHOW TOUKH 3PEHHs, MOTYT OBITh
C/TMILIKOM HOBBI, UTOOBI CUMTATHCST 0€30MacCHBIMHM, B TOM UHWC/Ie Ja)Ke A KIaCCHUeCKUX
KOMITBIOTEPOB.

[Tomumo Bcero 3Toro, UCHOAb30BaHUE CUMMETPUYHBIX aiTOPUTMOB MOXeT czenaTb QB-net
CUCTeMy He TOJIbKO KBAaHTOBOYCTOMUMBOM, HO M abCOMIOTHO KPUNTOCTONKOM, ec/ii B KauecTBe
CUMMETPHUYHOT0 anroputMa Oyzer ucrosb3oBaThesl mmdp BepHama [3, ¢.65]. B Takom ciydae
HeoOxouMo OyIeT pacCuMTaTh MaKCUMa/IbHO BO3MOYKHOE KOJTMUeCTBO MCIIO/Ib3yeMoW raMMbl I
Ha HeoOXO[UMBIA TPOMEXYTOK BpeMeHU P (UKMC/0 TepUO/IOB TeHepalyd) TPU HUMEROIeMCs
KosnyecTBe cobecefHUKOB N (BK/TFOUAst JIOXKHOTO TIOJTyUaTesis) U jiHe coobirenus L.

I'=Px(1+N)x L

Tem He MeHee, TIpUMeHeHHEe WCKIHOUUTETbHO CUMMETPUUHOUW Kpuritorpaduu 3aTpyAHseT
TaK>)Ke MPUKJIaJHOe UCTO/b30BaHUe U MMPUHOCUT JOTIOTHUTE/IbHBIN PSif U3[EePKeK:

1. YcnoxssieTcs ob1masi cucTeMa KOJTMUECTBEHHOTO XPaHeHUs! U PaCIPOCTPaHeHHs KITHOUel:
2n B aCMMMeTpUYHOW Kpuntorpadguu, n(n - 1)/2 B cummeTpruyHOM Kpunrtorpaduu [3, c.278],

2. PacumdpoBanue JaHHBIX Oy/JeT NPUBOAUTL K JMHEHHOMY Iepe6opy BCeX W3BeCTHBIX
CUMMeTPUYHBIX K/II0UeH k;, UTo TMpU Ha/JMYU¥ aCMMMeTPUYHBIX K/II0Uel Tpe6oBasio UMb OfHOTO
kmoua k',

3. TToHU3UTCS MOJIe/Ib  YyIPO3 C BO3MOXKHOCTEM aKTUBHOTO TIOCPEJHUKA TMOJMEHSITh
MyO/TMUHbBIE K/TIOUM ZI0 BO3MOXKHOCTH TTACCUBHOT'O MOCPEIHUKA TPOCMATPUBATh CEKPETHBIE KTFOUH
[3, c.80],

4. VIMUTOBCTaBKM, B OTJIMYMe OT LM(QPOBbIX TMOANKCEN acCMMMeTPUYHOIO paszesa
Kpurirorpaguy, He TO3BOJISIIOT OJHO3HAUHBIM 00pa30M MOATBEP)KAATh aBTOPCTBO COOOIeHHUI
[6, c.46].



2.1. Hegocratku QB-cerent

K coxanenuto QB-ceTn HeHjiea/bHbI U TakKKe 00/1a/]af0T, CBOMCTBEHHBIMU CBOEMY KJIaccy,
npobjieMaMyd YW HeJOCTaTKaMM, psifi W3 KOTOPBIX TPHUBOAUT K OrPAaHUUEHHWIO TPUKJIAJHOTO
WCTIOb30BaHUsI, IPYTOM psifi IPUBOJWT K MpoOsieMaM [JOCTYTTHOCTH CeTH:

1. JIuHeliHasi Harpy3Ka Ha ceTb. B QB-ceTsx Kak[plii OTIpaB/sieT Co00IeHre BCeM C TOU
JIMIIb T1eJTbI0, UTOOBI HEBO3MOXXHO ObIO Cy3UTh 00/1aCTh peasbHONW KOMMYHHMKAIIMMA yUaCTHUKOB
CUCTeMbl. AJITOPUTMOM MapLIPyTH3al[id CTaHOBUTCS cCJiernasi (3a/JMBOYHAsl) MapLUpYTH3aLUs
[7,c.398], BCjieacTBUe uero yBenMueHHe KOJMMYeCTBA Y3/10B CKasbiBaeTcsi auHeMHO O(n) Ha
yBeJINUeHHe Harpy3Ky BCe CUCTEMBI,

2. IlpuBsizaHHOCTH K ouepénHocTu. Kaxkapiii y3enm B QB-cetn Tak wiy uMHauve 3aBs3aH Ha
coOCTBeHHOW 0uepéHOCTH coobmeHn Q, TAe KaXK/[bli Mepro/ BpeMeHH PaBHBIH ¢ IIM(pPOBaHHOE
cooO1rleHe OTIIPaB/IsAeTCs] B CeTb. JTO 3HAUMUT, UTO TOBBICUTH MPOIYCKHYIO CIIOCOOHOCTH y3/1a
BO3MO)KHO JIMIIIb B TPEX CLIEHAPHSX, KXl M3 KOTOPBIX Oy/eT TPUBOAWTL K yBeTHMUEHHIO
HarpysKuy Ha BCIO CeTb:

1. TloBBICUTB pa3Mep Tiepe/laBaéMbIX OTKPBITBIX COOOIIeHU my, my, ..., My,
2. TIOBBICUTb KOTMYECTBO OTIPAB/ISIEMbIX UG PTEKCTOB 3a pa3 Cy, Ca, ..., Cn <« ' Q,
3. TToHU3UTH MepHo/] TeHepaIK COOOIIeHUH ¢,

3. CBSI3HOCTb aOOHEHTOB KOMMYHUKAaIMKA. QB-ceTu He mpe/io/iaraloT aHOHUMHOCTH MEXKIY
y3/71aM{ HeTIOCPeJICTBEHHO YYaCTBYIOIIUX B 001eHuH. CBsi3aHO 3TO B MEPBYIO OUepe/b C TeM, UTO
B QB-ceTsix OTCyTCTByeT Takoe TOHSATHEe Kak mnonumopdusM uHbopmauuu [2, c.62], To ecTb
cocTosiHe MHGOpMaLMK B CUCTeMe MPY KOTOPOM eé BHELLHWI BU/| TOCTOSSHHO MEeHsIeTCs OT y37/1a
K y3/y, Kak [ijid BHYTPEHHUX, TaK W /JI1 BHeITHUX Habsrozmaresnedl. Takoe CBOWCTBO MO3BOJISIET
pa3pbIBaTh CBSI3b MEXY OTIPaBUTE/IEM U TOJyJaTesieM IMOCPeICTBOM Tiepe/ilaBaeMoro 00BbeKTa,
T.e. CaMOi UH(OpMaLUH.

BcnencTBue BceX BBINIENPUBEIEHHBIX HEJOCTaTKOB 00sacTh TipuMeHeHust QB-cereit
CTaHOBUTCsI O0Jiee OTpaHUUEHHOM:

1. V3-3a nMHelHOW Harpy3KW Ha CeTb W TPUBSI3aHHOCTH K ouepénHoctu QB-ceTu mioxo
MaciuTabupyroTcss U MOryT paboTaTh JWIlb B MajbiX rpymnmnax Ao N ydacTHUKOB. Ilpezen
KOJINYeCTBa yUaCTHUKOB OTPaHUYeH MPOITyCKHOM ClTIOCOOHOCTBIO CaMOM CeTH, a TaK)Ke MOIITHOCThIO
y3/I0B TIOCTOSIHHO IIU(PYIOIIMX W Ppaciii@pOBBLIBAIOLIMX HWCXOASALMNA / BXOASAIIUNA TpaduK.
BcnencTBue 3Toro HeJocTaTKa peanu3aliysi CTPUMUHTOBBIX CEPBHCOB U BHUJIE0 / ayAMO 3BOHKOB
CTAHOBUTCSI MO0 OUeHb 3aTPyIHUTELHOM 3aziaueli, MO0 BOBCE HEBBITOJHUMOM,

2. W3-3a cBA3HOCTH aOOHEHTOB KOMMYHHUKAL[UH OTPAHUUYMBAETCS Psifl IPUKJIQZHBIX PellleHr
B KOTODBIX Ba)KHa aHOHUMHOCTh Y3JI0B APYT K Apyry. BciencTBue 3Toro, mosiBasieTcss Haubosiee
peneBaHTHasi kKommo3uiusi QB-ceteii ¢ F2F-ceramu (friend-to-friend), rze ycraHoBneHue
KOMMYHUIIMUPYIOIE CBSI3M MPOUCXOUT ABYMSI aDOHEHTaMH CUCTEMBI, a He OJJHUM H3. JTO He
peilaeT TpoOseMy OTCYTCTBUSI AaHOHMMHOCTH MeXKAy CBSI3bIBAEMBIMHM y3/laMH, HO [IaéT
JIOTIOJTHUTE/TBHYIO 3all[UTy OT HECOTJIaCOBAHHOT'O aBTOMAaTHYECKOTO CBSI3bIBAHUS U Oojiee SIBHYIO
CBSI3b JIOBEPUTE/IbHBIX KOMMYHHUKAIIUH, TTPE/IIO/Iararolly0 UTo HU O/IUH U3 abOHEHTOB He Oyaer
MIBITaThCSA IAaHOHUMU3HUPOBATh APYTOro.



Anropurm 2. ®unbTpanys coobujennii B F2F-ceTsx Ha si3bIKe 1CeBI0KOA

BBO/]: mHodcecmeo Opy3eli F, omnpagumens s, pyHKyus-obpabomuuk h, coobujeHue m
BBIBO/I: obpabomanHoe coobwenue h(m) MJ/IN 3agepweHue anreopumma
if s € F){

return (* 3asepweHue ancopumma *)

}

return h(m) (* O6pabomka coobuwjeHus *)

2.2. AKTHBHBIe Ha0/TH/[eHUs

V3 Bcero BBIIIEONMCAHHOTO paHee ObUIO Ji0Ka3aHO, uTo (QB-3asaua HEBOCIIPUMMYMBA K
JIFOOBIM TaCCUBHBIM HAO/MIOJeHUAM. JTO TOBOPUT O TOM, UTO JaHHas TpobjiemMa TpUHAIIEXUAT
K/IaCCy 3a/lay aHOHMMM3ALMH C TEOPEeTHUECKOMN ZI0Ka3yeMOCThi0. B CBOIO ouepe/b, TeOpeTHUeCKast
JI0OKa3yeMOCThb He SIB/IIeTCSl abCOIFOTHOM, T.K. CBOJUTCS JIMIIb K PEIIeHHIO MPO0/IeM MacCHBHBIX
Ha0JIr0/IeH1H, UTHOPUPYS ¥ 00X0/1s akTHBHBIe. Kak OyieT rokasaHo faiee, QB-3aaua He o61ajaeT
abCOJTIOTHON aHOHUMHOCTBIO, U MOXKET OBITh ySI3BUMA K KOHKPETHBIM aKTHBHBIM HaO/THOIeHUSIM.

Onpepenenue 3. [Tog abcomoTHO [JoKa3yeMoW 3a/laueid aHOHUMM3ALMM TTOHUMAeTCs
YaCTHBIN C/Tyyall TeOpeTHYeCKH J0Ka3yeMol MOJe/H, TIPU KOTOPOM Hasiuuure JIFo00ro aKTUBHOTO
Habmozparens Vo € O B cucteme X(S, R, O) HUKOMM 00pa3oM He BJIMSIET Ha KaueCTBO CKPBITHS
WCTUHHOMU CBSI3U MeXXy (s € S, r € R). Ha gaHHbI MOMeHT BpeMeHM Tosibko DC-3a1aua criocobHa
00eCIieunTh BhIlIeyKa3aHHbINA YPOBEHb J0Ka3yeMOCTH?,

[IpennonoxumMm, yto B QB-ceTu cyiecTByeT poJib peTpaHC/IATOpa, CKpbIBarolllasi CeTeBble
azgpeca abonentoB (IP-agpeca) apyr oT Apyra mocpeiCTBOM TiepeHaripaBieHus Tpaduka, U Tpu
3TOM CyYIIeCTBYyeT KOorepalysi OZHOr0 M3 abOHeHTOB C ryiobanbHBIM HabmogateneM. B Takom
ciyyae, 3ajaua CBsi3biBaHUs [P  k; CTaHOBUTCSI TPUBHA/ILHOM, T.K. aDOHEHTY AOCTaTOYHO OyzeT
TIOJIyUMTh OJHO MCTUHHOe coobienne m = Dyl(c) or cobecepnuka, a Janee Mo roayyeHHOMY
umdpTekcty ¢ = Ei(m) rnobanbHbIi HabO/M0[aTe/lb CMOXKeT OTpe/ie/IUTh MepBoe ero IrosiBeHue,
TeM CaMbIM [leaHOHMMM3UPOBAB OTIIpPaBUTe/Isl WX I0JlyuyaTesisl (ero ceTeBoe MeCTOIOJIOKEeHMe).
OTO rOBOPUT O CUIBLHOW CBSI3HOCTU aODOHEHTOB KOMMYHUKALMH, U, KaK C/1efICTBHe, 00 OTCYTCTBUM
AHOHVMMHOCTH JPYT K JIPYTY.

Cutyauyio MOXKHO YC/IOXKHHTB [ijisi Habmofareneii py MoMoIIy A00aBieHus: KaHaIbHOTO
mmdpoBaHUsT MeXAy y3/1aMH, Kak 3T0 cienaHo B Crowds [8]. B Takom ciyuae rioGambHBIN
HabrojaTesb He CMOJKET SIBHO CBSI3aTh OTIPaB/IeHHOE U TOTy4eHHOe CO00IIeHre, TOTOMY KaK OHO
Oy/leT MOCTOSIHHO MEeHSTb CBOW B/, TIPU Tepe/iaue OT OAHOTO0 y3/1a K JPyromy:

2B ksaccuyeckoM ompegenedud, DC-3afaua edCTBUTENBLHO sIBAETC abCOJIOTHO [0Ka3yeMoi.
OTk/toyeHre WM 3aMefjieHde OJHOTO M3 YYaCTHUKOB, CO CTOPOHBI BHEILHET0 aKTUBHOTO Habmwojarerts,
NPUBEJET BCIO CeTh B COCTOsiHME O/IOKUPOBKH. OTmnpaByieHHe OOMBIIOr0 KOIMYeCTBa TAKeTOB, OyzeT
TIPUBOJUTS JIUIIIb K GOPMHUPOBAHKIO KO/UTM3UM U K CoTyTCTBYIOIMM Dos/DDoS aTakam, HO He K BBISIB/IEHUIO
HUCTOUHWKA coo0ieHrsi. OTnpaBieHHe MHOXeCTBa 3alpoCoOB CO CTOPOHBI BHYTPEHHEro akTHBHOTO
HabsrozaTenss K OJHOMY M3 YYaCTHUKOB CHCTEMBI, C JaJbHEHIIMM aHa/JHU30M TIO/yYeHHBIX OTBETOB,
aHaJIOTUYHO HY K UeMy He TIPUBO/IUT.
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Ex(m) - Epp(m) - Eu(m) > m

Bo BcsikoMm cilyuae, Takoe CBOMCTBO TUIOXO MCIMOJHSIET (YHKLMIO pa3rpaHUueHust y3/10B
MeXay cob0l K MapuIpyTH3Upytoieid nHGpopmaruu m. BeyieicTBre 3TOro, 3aaueit rinobasisHOro
Hab/roaTeniss CTAaHOBUTCS B)KUBJIEHHE TOAKOHTDPOJIHBIX Y3/I0B B CHUCTEMY PSIZIOM C KaKAbIM
JIpyruM y3ioM. [Ipu TakoM clieHapyu HaOutrojaTe/Tb BHOBb CMOXKET JIETKO PelluTh 3ajauy IP o k;.

Opyrum criocoboMm peltieHdsi TIpobieMbl  sIB/IsIeTCSl  TpUilaHue WH(OpMalMi CBOMCTBA
nosmMopdusma. ITommmopdr3m B aHOHUMHBIX CETSX Yallle BCETO J0CTUTAeTCs MHOXKeCTBEHHBIM
mmdpoBaHueM, T/le TIpM Tiepefiaue OT OAHOTO y3/a K JIPyroMy TIOCTeTIeHHO CHUMAIOTCS
HajioXKeHHble cou mMdpoBaHusi, Kak Hampumep B Tor [9], I2P [10], Mixminion [11]. Takoe
CBOMCTBO TO3BOJIsIET Pa3rPAHUYMBATD CBSI3b aOOHEHTOB JIPYT K JIPYTY, TeEM CaMbIM, aHOHUMU3UPY I
UX:

Ew3(Exa(Exa(m))) — Exo(Exi(m)) - Ex(m) - m

TexHuuecky, B QB-ceTb MOXKHO BHepUTb MHO)KeCTBeHHOe WIM(poOBaHUe, T.e. MPHAATh
yuH(pOpMalK CBOWCTBO MOAMMOpPGH3Ma, UYTOOBI MMeTh BO3MOYKHOCTH Jlaniee pa3rpaHUuMBATh
abOHEeHTOB KOMMYHUKALMH JIPYT OT [IpyTa, W, KaK CIe[CTBHe, NCKIIOUNTh aTaky CBsi3biBaHus. Ho,
B TaKOM CJlyyae:

1. YMeHbIIUTCS CKOPOCTh Mepeiaur MHGOpMaluy, T.K. KaXK/bIi MapIIpyTU3UPYIOIIUMA y3es
JIO/DKeH Oy/ieT COXpaHsTh TIO/lyueHHOe UM paHee COOOIIeHre B CBOIO OUepe/b,

2. YCIOXXHUTCSI CUCTeMa aHOHUMHU3al[1H B 1]e/I0M, T.K. BMeCTO O/IHOM 3a/laui aHOHUMU3al[u1
= QB OyJeT UCITOMb30BaThCS YoKe KOMITO3UIMs 3a7au = QB + Onion,

3. Kommosurus 3azau = QB + Onion o0/aziaer psiioM TOHKOCTeM C 0Oosee CIOXKHBIMU
aKTUBHBIMH HalO/oZieHus MU [2, ¢.159], HO BCé TakKe IeaHOHUMU3UPYIOIIUMU aOOHEHTOB CETH.

Teopema 4. [Ipy HaMUUK aKTUBHOTO BHYTpeHHero HabsmonaTens f;, B poiu cobeceqHUKa
y3/1a i, 3a7laua aHOHUMMU3ALMK Bcerja OyeT CBOAUTBCSA K COKPBITHIO CBSI3U MEXIy abOHeHTaMHu
KOMMYHUKaL[WH.

Joka3zarenbcTBo 4. EC/iv IMONTH 0T 00paTHOTrO U MPe/TO/IOKUTD, UTO 3aZlaua aHOHUMH3al[uH
MOJKeT ObITh orpefiesieHa (haKTOM CKPBITHS KOMMYHHUKALIUW TIPH Ha/TMYUK aKTUBHOTO BHYTPEHHETO
Habmogarens f;, B posm cobeceiHUKa y371a i, TOra Mbl IPUEM K TIPOTHBOPEUHIO, T.K. aTaKyIOIIWI
NpU  OTIIPaBJeHWM WIM TIOMyYeHHU COoOImeHu oT cobecefHUKA anpuopu Oy[eT 3HaTh
MH(OpPMALIMIO O TOM, UTO B KOHKPETHbBIE TIPOMEXKYTKH BPEMEHH ty, ty, ..., t,, IPUCYTCTBOBA/ 0OMeH
WCTUHHBIMU TEKCTaM# My, My, ..., My, @ TIOTOMY ObUT HapyllleH caM (akT CKPBITHSI KOMMYHHUKALN
cobecegHrka i. B pe3synbTare, 3ajjaua JieaHOHMMH3ALMM HauWHAaeT CBOAMUTHCS K TIOMCKY
KOHKPETHOM CB$I3H, a He K HA/IMYUIO (paKTa CyLeCTBOBAHUS STOW CBSA3M.

[Hanee, ecny mpejrosioKUTh ClieHapyi aTaku Ha QB-ceTb mpu KOTOPOM B KpYTIy JApy3ei
F={fi, f> ..., fn} yyacTHuka i OygZeT CyllecTBOBaTb 3/7I0yMBIIIIEHHUK f; B POIM aKTHUBHOIO
HabJroiaTesist ClOCOOHOTO OTIMPABJIATEL 3aMpPOCHl M TI0Jy4YaTh OTBETHI OT i, TOT/IAa MOZE/b aTaKu
OyzsieT CBOJAUTBCA K aHa/lM3y COCTOsSIHUS ouepenud Q;. TIpearosiokum fanee, UTO yYaCTHUK i
BBICTABW/I CTaTUYHBIM Mepuroj reHepali cooOlLjeHU paBHbIN t;. B Takom ciyudae f; cMoxeT B
orpefiesiéHHble UHTepBanbl BpeMeHu {t', 2t';, ..., nt';}, 3aBUCHMble OT IlepuoZia BpeMeHU
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t; = (kt';=kt;+x), 2de x € [0;t;), oTnpaBIATh 3aMpoC Ryy; YUYaCTHUKY i C 1[eJIbI0 aHa/M3a BpPeMeHU
otBeTa. Ec/ii 0TBeT, moJiyueHHbIH 1ocJie 3arpoca Ry, Oy1eT reHepupoBaThCs B iMarna3oHe dt;, 20e
d > 1, To 310 ByZeT o3HauaTh (HaKT peasibHOM KOMMYHHWKAI[UH YYaCTHUKA i C KeM JiMb0 B CeTH B
MHO)KecTBe TiepuozioB D = {(1+k)t;, (2+k)t, ..., (d-1+k)t;}, T.K. Ans oTBeta morpeboBasncs Oosee
yeM o/IvH Tiepuo/. Ecim ke d = 1, Tor/la y4aCTHUK | HU C KeM He KooriepupoBai B riepuof (1+k)t;.

TakuM 00pa3oM, BBIIEONMCAHHAS aTakKa CHIKAeT KauecTBO aHOHMMHOCTH QB-ceTeit c
COKDBITUSI (haKTa AKTHUBHOCTH [0 COKPBITHSI KOMMYHUKALIMOHHOM CBSI3U MeXXAy abOHeHTaMHu.
VHpIMU  C/IOBaMM, TIPM TaKOM aKTUBHOM HaOJIIO/IeHMM TeTepb CTAaHOBUTCS BO3MOYKHBIM
oTipejie/IeHHe COCTOSIHUS CyObeKTa B JIMIIe OTIIPABJIEHUs WM TOTy4YeHUs] UCTUHHBIX COOOIIeHnH,
HO JI0 CHX TOP OCTaIOTCS M0/, BOTIPOCOM CJIeAYIOI[ieé MOMEHTHI:

1. C KakuMH y3/1aMu 0011jasicsi IPOC/TYIIIMBaeMbIM yUaCTHUK i B MHOKeCTBe Tiepruo/joB D?
2. SIBnsincst v IpOCIyLIMBaeMbli yUaCTHUK | MHULIMATOPOM 3aripoCoB MpY MHOKecTBe D?
3. MoxxeT /i1 y4aCTHUK | HAMepeHHO T'eHepHUPOBaTh JIOXKHbIe COOOIL[eHUSI B POJIA UCTUHHBIX ?

Hanee, eciu JOMyCTUTh CUTYalMI0 TIPM KOTOPOW y Kaxkzoro ysna i € {1, 2, ..., n}, He
OTHOCSIIErocst K Hab/mojaTe v, B Ipy3bsix Oy1eT MPUCYTCTBOBATh KAK MUHMUMYM O/IVH aKTUBHBIM
Habsmozparens f; € {fi, f>, ..., fn}, TOT[ja IepBast 3a1aua MOXKeT OBbITH pellieHa TPUBUATIBHBIM 00pa3om,
NIpYU YCJIOBUH, UTO aTakyroue OyAyT HaXOAWTbCS B Koorepauuy, T.e. Vi, j, fi = f;, a yuacTHUKU
OyZlyT WCIO/Ib30BaTh THI CBSI3U «3allpOC-OTBET». B TakoM cjiyuae Oim3Kasi K OJHOBPEMEHHOU
3arpy’keHHOCTb ouepeau (d+x)t;, 2de d > 1, x € {0, 1, 2} y HeCKONBKMX YYaCTHUKOB CeTH i OyzeT
CBHU/IeTE/ILCTBOBATh 00 OrpaHWYeHWM TepBOHAUaJbHOTO MHOXKecTBa HaOJ/o/ileHUsT 3a CUéT
pasjesieHus y3/10B I, j 110 3aro/HeHHbIM Q; # & ¥ nycTeiM Q; = J ouepesiaM.

Pemienue BTOpO#M 3alauM MOXKeT 0a3MpoBaThCS Ha YCJIOBUSIX TIepBOM, Korga Oyzer
CYIIIeCTBOBaTb MHO>KECTBO aKTUBHBIX W KOOIEpUPYIOIMX Habsmoparene f; € {fi, fo, ..., o}, @
YUaCTHUKH OyIyT MCII0/Ib30BaTh TUIT CBSI3U «3allPOC-OTBET». B TakoM ciydae, /71 TIOUCKA OTBETA
HabmoarensM MoTpeOyeTcs BBISBIATE (aKT Hayasia KOMMYHHUKALMKM y BCeX y3no0B i € {1, 2, ..., n}
MOCPeJCTBOM Mepexo/a COCTOSHMSI Ouyepeau K3 IyCTOro B 3amojiHeHHoe: Q; = U — Q; # J.
[TepBbIii y3e/1, OCYL[ECTBUBLIMM TaKOW Tiepexof, C Oosibllleii BepOSITHOCTbIO CTAHOBUTCS
VHUL[MaTOPOM 3aripoca.

PelieHre TpeThell 3a/jauu SB/SIETCS Haubosiee TPYI0EMKUM C TOUKH 3peHus1 HabroiaTesiel,
T.K. BO-TIePBBIX, OHO CBS3aHO C pelleHHeM 3a/jaud Hepa3/IMuMMOCTH MUQPTEKCTOB Pg), uTo
SIBJISIETCS] BBIUMC/IUTENILHO TPY/AHOM 3a/laueli, BO-BTOPBIX, OTCYTCTBUE pellleHHs] TPeThel 3aauu
YCJIO>KHSIET BBIsSIB/IEHHE 3aKOHOMEPHOCTeH TMepBbIX [ABYX 3ajjad, MOCPeJCTBOM CKPBLITUS TOUHOTO
COCTOSIHUSI ouepeZie y aDOHEeHTOB KOMMYHMKaLu «Q; = @?». X0Tb Takas 3a/laua U CBSI3bIBAET
cebsi c 3alaueil Hepa3IMUMMOCTH, OHA el He TOXKJeCTBeHHa, T.K. IOMUMO Heé TPUCYTCTBYeT U
3a/laua CUCTeMaTUYHOCTH P(s). BeeicTBre 3TOro0, uToOBI l0Ka3aTh 6e301macHOCTb TpeTheil 3aauy,
Heo6X0/IMMO CBeCTH eé CJI0KHOCT K 3a/jaye JeaHOHUMU3aLmu P ). Ho 3To HeBO3MOXKHO, T.K. OTBeT
HabJTFoIaTe M0 caM ke ¥ CTAaHOBUTCS TIPOLielypOi HapyllleHUst He3aBUCUMOCTH COOBITHS X B 3a7jaue
CHCTEMaTUYHOCTH. 3a CUéT 3TOro, HabJrojaTe/I MOTYT ObITh YBepeHbI, UTO B MOMEHT OTBeTa dt;
YUaCTHUK i He MOT TlapaJijie/TbHO OTBeuaTh pyromy aboHeHTy. Takum 00pa3om, TpeThbs 3a/jaua He
criocobHa JjaTh rapaHTH aHOHUMHOCTH WM TOCPEeACTBOM 0osiee AIMTebHOTO HaOMOeHUsT BCE
TaKKe MOJKeT MMPOSIB/ISTH MaTTePHbI, CBONCTBEHHBIE PellleHH0 TIepBOi 3a/jaui.

[TpobseMy MOKHO PeIlWTh paciIMpeHreM KoyuecTBa odepezie Q —{Qp, Qo ..., Q,} Ha
OJTHOM Yy37Ie C UX TIPUBSI3KOM K aboHeHTaM KOMMYHUKaluu i € {1, 2, ..., m}. [Ipy 3T0M, KOJTUUECTBO
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ouepezieli 1O/DKHO OBITH aripyopy 3alaHO CTAaTUYHBIM 3HAaueHWeM N, YTOObI HEBO3MOKHO ObLIO
BBISIBUTh KOJIMUECTBO CBSI3aHHBIX [Ipy3ed m, T.e., KOJMYeCTBO [Ipy3el m Bcerja J0/DKHO UMEThb
CcpaBHeHHWe: m < n. B pe3ynbrare, paciivpeHue ouepefiell TPUBEAET MO0 K TOBBIIIEHUIO
KO/IMUEeCTBA OTIIPAB/SIEMBIX IIM(PPTEKCTOB 3a pas: Ci, €2, ..., Cn «' Q1 Qo ..., Qn MMbO K
TIOBBIIIIEHUIO TTEPUO0/Ia TeHepaluK HIMMPTEKCTOB: ¢; « ™ Q;. OTo, B CBOM uepén, OyAeT sBASTHCS
rapaHTHeH / J0Ka3aTeIbCTBOM TOT0, UTO aKTHBHBIN HAa0/II01aTe/ b He CMOKET ITOBJIUATH Ha 0Uepe/ib
coo0rrieHnH Apyrux abOHEHTOB, T.K. BCE €ro /IeHCTBUS OyAyT MpUBsi3aHbl U OTPaHUYEHbI O/IHOU
HerepeceKaroLencs: ouepefiblo.

2.3. CpaBHeHHe C JpyruMH 3aja4aMH

QB El DC Onion Proxy
A0cor0THasA J0Ka3yeMoCTh - - + - -
TeopeTnueckasi J0Ka3yemMoCTb + + + - -
HaxkonurenbHbIH 3¢ GeKT aHOHUMHOCTH - + - - -
IHonmumopdusm undopmanun - + + + -
BeposiTHOCTHas MapuipyTHU3anus - + - +/- +/-
ITepuoAUYHOCTH reHepaluy CO00IeHUI +/- - + +/- +/-
He3aBucuMOCTh aHOHUMHOCTH OT CBsI3eit + - - - -
ITpocroTa MacmTabupoBaHus - - - + +
ITpocToTa mporpaMMHo#i peanusanuu’ + - - +/- +
Craausa aHOHUMHOCTH 5A 6 1A 4 unmu 6 3
Cerb-nipejcTaBuTe/IH? Hidden Lake - Herbivore Tor Crowds

Tabsmua 1. CpaBHeHue 3a/1a4 aHOHUMU3AI[UH

[To cBoum xapakrepuctukam QB-3asaua Hanbosee 61m3ka Kk DC-3azaue u3-3a cieyrommx
0CcoOeHHOCTel: TeopeTHUeCKH ZloKazyeMasi aHOHUMHOCTb, I1ePUO/JUUHOCTh FeHepaliiy CoO0IeHUH,
NIPUHA/IJIE)KHOCTb K BTOPOMY BEKTOPY Pa3BUTHsI aHOHUMHBIX KOMMYHHUKaLui [2, ¢.71], c/1I0)KHOCTh
macirrabupoBanus. Otmmuns QB ot DC-ceTeld, ¢ IONMOKUTETBHOW TOUKH 3pEeHUs], TIPUCYTCTBYIOT
c/efyrolye: epyuoAUYHOCTb FeHepalu MOKeT UMeTh JUHAMUUHYIO BeJIMUMHY, aHOHUMHOCTD He
3aBUCUT OT BBICTPOEHHBIX CBsi3ed C JIPYTMMH Y4YaCTHHKaMH, Oosiee TpocTasi MpOrpaMMHast

3 XapakTepucTHKa C/I0XKHOCTU MOXKeT OBITh OrpejeieHa KOJMYeCTBeHHBIM COOTHOIIEHHEM CYMMbI
VCIEIIHBIX TTaCCUBHBIX / aKTUBHBIX HAOMIO/IeHUH K CyMMe HeoOXOAUMBIX MPOoLeAyp A/ TIPeZ0TBPaIlleHHs
OT TaKOBBIX HabsofieHWi. Ecmu cymMma Tporie/iyp omnpefiensieTcsi HeOOMbIIM YKC/IOM, TOT/ia MPOCTOTa
MPOTPaMMHON peanu3auyu OyJeT MUHUMaJTbHA, UTO, TeEM He MeHee, He TOBOPUT 00 UTOTOBOM 6e301acHOCTH
CeTH, T.K. Majioe KOJIMYEeCTBO TPOLIeYP MOXKET CBHIETETLCTBOBATh U 00 OTCYTCTBUM MPUHUMAEMBIX Mep
TIpY JIMKBU/IAI[UK YCTIENTHBIX HAaO/Mo/ieHni. B TakoM clydae, MPOCTOTa NPOTPaMMHON peasin3aliiid MOKeT
OBLITb He TOJIBKO CJIe/ICTBHEM BLICOKOM 6e30MmacHOCTH, HO U CJIeICTBUEM TIOHW)KEHHON MO/IeN yrpo3.

4 CeTb-mipeficTaBuTe/Ib  HEOOs3aTe/LHO JIO/DKEH HAC/Ie[0BaTh BCE XapAaKTEPUCTHKU  3ajiauu
aHoHuMmHocTu. Tak Harmpumep, Herbivore, xoTh u mpeacrasisier coboit DC-ceTb, HO He SIB/ISETCS HU
abCoJTIOTHO [I0Ka3yeMOM, HU TeopeTHUecKd Aokasyemod. CBsizaHo 3To c TeM, uto Herbivore uuér Ha
KOMITPOMUCC MeX/y aHOHUMHOCTBIO U 3P (eKTUBHOCTHIO MCIIOIb30BaHKs, TIOHIKAsA, TeM CaMbIM, MO/
yrpo3. Cetb Hidden Lake HaripoTus, ipuep>xuBaeTcst KoHIeniuy QB-3aziauy B 10JIHOM Mepe, B TOM UHCIIe
U B Hacyleiuu Bcex eé HefocTaTKoB. CeTb Crowds ¥ BOBCe TOBBILLIAET MO/ie/lb YTPO3, Hacjiefyst He TOJTBKO
KJlacCUUecKyto Proxy-3aziauy, HO ¥ /100aB/Isisl aCMIEKT BEPOSITHOCTHOM MapIIpyTH3aLIWH.
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peanu3auys. HeraTuBHOe OT/MuMe OmpefesisieTcss OTCyTCTBUeM TosiuMopdu3ma nHbopMalud 1
OTCYTCTBHEM abCOJIFOTHOW /I0Ka3yeMOCTU. Bosiee metanbHOe U oOijee cpaBHeHue QB-3agauu c
JPYTMMH 3aJjlayaMi aHOHHMMHU3al[u1 KaK TeOPeTUYeCKUMHU, TaK U MPaKTUUeCKUMU Tpe/iCTaB/IeHO B

Tabauye 1.
: Quality of concealment : : Quality of provability :
: Onlon,; Connection 1 Practical Siow: |
. Proxy Proxy
- -_ - -1
: DC, El Initiator 2 Theoretical QB, El :
= _ -,— |
: QB Fact of availability 3 Absolute DC :
L, N I P, 1

Pucynok 3. CpaBHeHHe KauyecTB 3a/iauy aHOHUMU3aLluu

KauecTBO aHOHMMHOCTHY HECKOJIbKUX 3a/lau MOXKET paCCMaTpUBAThCs B ABYX MJIOCKOCTSX: 1)
CO CTOPOHBI KayeCTBa CKpPBITHS; 2) CO CTOPOHBI KauecTBa [0Ka3yeMOCTH. B 3aBUCMMOCTU OT
BbIOPAHHOTO METO/Ia IMAMPYIOLeH 3ajaueii MoXkeT ctaTh 6o QB, mbo DC. Tak Haripumep, QB-
3a/laua XOTb U CKpbIBaeT caM (hakKT CyI|eCTBOBaHHsI KOMMYHUKAI[MH, HO TIPH 9TOM OHa He SIB/ISIeTCS
abcosmoTHO [0oKazyeMoil. B coBepiiieHHO Apyroi raockoctu Haxogutcs DC-3asaya, KoTopas,
AB/IAACH aOCOMIOTHO JOKa3yeMOM 3a/iaueii, BCé »Ke He CKPhIBAaeT (aKT CYL|eCTBOBAHUS CBA3K.

3. ®ynkuusa mudpoBaHus

Kak 6b110 paHee moka3aHo, QB-ceTw 3aBHCMMBI OT KauecTBa (GyHKUuu E u kmoueid k,r
mmdpoBaHusi. KauecTBo K/toueill HM(POBaHUs orpeie/nsieTcsl B MepByto ouepe/ib KauectBoM ['CH
(renepaTtopom cayuvaiiHbix uucen) u/umu KCITICY (kpunTorpaguueckyd CTOMKMM reHepaTopoM
TMICeBJ0C/AyYalHbIX yKces). AHa/lu3 TaKOBbIX TeHepaTOPOB CJIOXKEH IO NPUYMHEe pasHbIX Cpefl, B
KOTOPBIX OHW MCIIOJIHSIFOTCS, U CPe/ICTB, KOTOPble OHU 3a/leMiCTBYIOT B XO/|e CBOEro BBITIOJHEHUS
[6, c.190]. TToaTOoMy HCXOAS W3 JIOTUKK abCTparupoBaHusi Mbl OyzieM fajiee MpeArionaratb, UTo
K/IIOUM TeHepUpYIOTCS KauecTBeHHbIM M 0e3omacHbIM 00pa3oM, (OKycHpysiCb TeM CaMbIM
VICK/TFOUMTEJIbHO Ha JIOTHKe WCIOJHeHUs! (yHKLMY IIH(POBaHUsl.

E g privapubB)(M) = E"\W(E' (priva pubs)(M))

@ynkuus mudposanus B cetu Hidden Lake cocTout u3 AByX 3TamnoB, KaXK/blii U3 KOTOPBIX
BBINIO/IHSIET CBOKO TOUHO 3ajaHHyl0 posb. [lepBblii  3tant  E'privapuss) CBOJUTCS K
Herocpe/iICTBEHHOMY ¥ TIepBUYHOMY IIM(PPOBAHMIO JaHHBIX C LIe/TbI0 UX COKPBITHS OT TOCTOPOHHUX
JIUL, UCIIOJB3Ysl AJI1 3TOro rubpuAHyro cxemy IMdpoBaHus (aCUMMeTpUUHasi + CUMMeTpUYHast

> KauecTBO aHOHMMHOCTH TOM W/IM WHOM 3a/jauid TakKKe MOXKeT PacCMaTpPUBATBCS CO CTOPOHBI
TIPOCTOTHI / IETKOCTH TIepexozia MexXAy Omm3nexadmumy coctosHusiMU. Texandeckd, DC-3azaqa MOXKeT
00s1aiaTh CKpBITHEM (DaKTa CBsI3M (XOTh U He W/lealbHbIM), €CJTH BepOATHOCTh BO3SHUKHOBEHHS KOJITM3UH
OyzeT rpeHeOpeKMMO MaJla, a Camo LIUQPOBaHUe CTAaHeT CKBO3HBIM. B 3T0 ke Bpemst QB-3aiaua He MOXKeT
JOCTUYb YPOBHS aDCOMIOTHOM /10Ka3yeMOCTH, T.K. He CTIOCOOHa BBIIEPKATh PsiZia aKTUBHBIX HAOJIIOI€HUH.
Takum 06pa3oM, KauecTBO aHOHUMHOCTH DC-3a/1aum, B CyMMe, CIIOCOOHO MPEeBRbINIaTh KauecTBo QB-3aaun.
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kpunrorpadus) [2, c.125]. Bropoii stan E";x CBOJUTCA K pa3fiefleHHI0 HeCKOIbKUX ceTel
TI0Cpe/ICTBOM NPMMeHeHHs pa3HbIX K/atouel 1nppoBaHUs (CeTeBbIX Katoueit).

3.1. ITepBbIii 3Tan WMppoBaHUA

E'privapubp) (M) = (Epub(k') || Ex(H(pubA) || s || m" || h || Spriva(h))),
h = Hyac)(pubA || pubB || m'), m'" = f(m), k' = [RNG], s = [RNG],

20e k' - ceaHCOBbIM KU IIKM(GPOBaHUS PpacCUMTAHHBIM Ha OJHO COOOLeHUe, S -
Kpunrorpaduueckasi Cojib, paCCUMTaHHas Ha OJJHO COODILleHre, M - OTKPBITOe cooOImeHue, pubA,
pubB - Ty6MUHbIe K/TIOUX YYaCTHUKOB A, B COOTBETCTBEHHO, privA - IPUBATHBIM K/TIOU YYaCTHHKA
A, h - pe3ysbTaT XemupoBaHus, S - QyHKIMsS ognucanus, [ - GyHKIMS AOTIOTHEHUST COOOLeHHUS
[0 KOHCTaHTHOW BemuuuwHbl, H — GyHKOusa xemwmpoBaHus, Hyac — GYHKUUS BbIYKCTEHUS
WMUTOBCTABKH Ha 0a3e xer-pyHkimn H. B 3Tol cxeme mpe/ino/siaraeTcs, uto A - eCTb OTIIPaBUTE b
vHbopMaliid m, B - ecTh monyuaTenb AaHHOW WHbopMaluu. be3onacHOCTh AaHHOW (GYyHKIUU
3aBUCUT HETIOCPE/ICTBEHHO OT MyOaMuHOro Kiroua mudpoBaHus pubB, KOToOpbIM mudpyeTcs
ToC/IeIy 01U ceaHCOBbIM Kitoy k', oT KauectBa ['CU / KCI'TICUY koTopbiM ObUT CTreHepypoBaH k',
¥ TaKKe OT O6e30macHOCTH caMux QyHKLMi muposanus Ep, g, Ej.

JaHHasi cxemMa MHTepeCHa TeM, UYTO OHa CKpbiBaeT BCHO MHGOpPMalMi0 B IIMGPOBaHHOU
000/10uKe, HETIO3BOJISIIONIEN OCYIIeCTBASATh aTakKd Ha WAEHTU(PUKAIUIO OTIIPABUTENS WU
nonyyvatens. Tak Hanpumep, ecnu Obl xell-3HaueHue h ¥ moAmUch Spriva(h) He HaxozumMCh B
mrppoBaHHOM O510Ke Ej, Torza Obiia 661 BO3MOKHA aTaKa aHa/IM3a Mr(pPoBaHHBIX COOOIIeHuI TI0
y)Ke HUMERIeMyCsl CIUCKY TNyOnmuuHbIX Kiatoueid {pub;, pub,, ..., pub,}, TIpOBepSIIOIIUX WX
ayTeHTUYHOCTb Vpubi(Spriva(h)) = h. Janee, eciu 6b11a 6b1 U3BeCTHA KpUNTorpapuyeckas coiib s U
Xelll-3HaueHre h, TO MOXXHO ObUIO Obl COCTAaBUTHL Tab/Mily Haubo/iee YacTO BCTPEUYAIOIIUXCS
coobienuit {my, my, ..., My} C pa3TMUHBIMKA KOMOMHALIMSIMU YUaCTHUKOB i, j U3 MHOXKeCTBa BCeX
y3710B cetu N 110 paBeHCTBY Hyacs)(pubi, pubj, f(my)) = h.

[Tntoc K 3TOMy, ZlaHHasi CxeMa SIB/SIETCS CaMO/J0CTaTOuHOM [2, c.121] Ha ceTeBOM YypOBHe
pabotel QB-ceTeli B KOHTEKCTe 3aJMBOYHON MapIIPYTH3al[iH, TIOTOMY KaK I103BOJISIET
obecrieunBaTh WJEHTUGMUKAIUIO CYOBEKTOB JIMIIL M TOJBKO TPU TIOMOIIM ACUMMETPUYHOU
kpunrorpadguu. OrpesielUTh OTIPaBUTE/SI COOOIIEHUS] CTAHOBUTCS BO3MOKHBIM TIOCPE/ICTBOM
KOPPEKTHOTO paciindpoBaHus, T.e. IPU YCIOBUH, KOT/Ia MoJiyuaTeslb IM(pPOBAaHHOTO COOOIIEeHUsS
pacriosiaraeT Hy>kKHbIM TIPUBATHBIM K/TFOUOM.

Otan npejrnonaraet, uto coobirieHue f(m) uMeeT CTaTUUYHYIO BeJMUMHY. IHBIMU ClIOBaMH,
IIPY KaXXJO0M BbI30Be (YHKUMU WHUQPOBAHUA E'(priva pubp), A1 BCEX m;, m; U3 {my, my, ..., My}
cobsroziaeTcst JyiMHa coobulenust L ot ¢yHkumu [, takas uro [ = I(f(m;) = I(f(m)) = L. Oto
CTaHOBUTCS BO3MOXKHBIM 3a CUET TMpOLeAypbl TIPenporiecCHHra f, OrpaHUYMBAIOIIeN [JIMHY
BXO/IHOTO COOOITeHUsT Be/TMUMHOMN L, Y AOTOHSOMIEH AJTUHY BXOAHOTO coobienus o L. Ilenbto
TaKOW TIPOI[e/lypbl CTAHOBUTCS 3alllUTa OT aTak IO aHa/lM3y pa3Mepa COOOIIEeHWH, TTPU KOTOPBIX
MOJKET BBISB/IATHCSI CTPYKTypa MepesiaBaeMoro coobirieHusi. Harpumep, 3ampockl yariie BCEero o
pa3Mepy MeHbllle YeM OTBEThI, MepeflaBaeMbie BHAEO WIM ayauo -(aiibl 4acTo M0 pa3Mepy
Oosbliie, yeM OOBIUHBIE TEKCTOBBIE COOOIEHHS], CUCTEMHbIE / aBTOMAaTUUECKHE 3aliPOChl MEHbIIIe
T0 pa3Mepy, UeM BPYUHYHO BBITIOJTHEHHbIe U T.7 [12].

[Ipeamnonaraercsi TakKe, U4TO y ToJiyuaTesisi IIM(PPTEKCTa CYIIECTBYET CITUCOK MyOJTUUHBIX
K/ItOUel U ux xelel B opmate cnoBaps, T.e. H(pub;) ~ pub;. Ilpu ycrnemmHom pacimm@poBaHuu
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T0Jib30BaTe/b MoyyaeT repejaHHoe 3HaueHue H(pubA), miocsie uero mbiTaeTcsi COOTHECTU €ro C
VMEIOIIUMCST TIyO/TMUHBIM K/TIouoM B cjioBape. Ecmu mybmmyHoro kmoya pubA B ciioBape He
HAXOJWTCS, Torjia cooOiieHre UrHopupyeTcs. MHadue OGepércsi myOMMUHBIN K/IHOU OTIIPABUTEIS
pubA, cobcTBeHHBIN MyOIMYHBINA KTt04 pubB, KpunTorpaduyeckasi Cojb S, COOOIIeHHe m' U UMU
NIPOBepsieTCsl KOPPeKTHOCTh T0/Ty4YeHHOU Xelll-CyMMbI h = Hyacgs)(pubA || pubB || m'). Ecnu cymma
HeBepHa, Torjja coobirieHre UTHOpUpYyeTcs. VHade 1o myOGiMyHOMY Kiitouy pubA v monmydeHHOMY
3HaueHur0 Spriva(h) HaumMHaeTCs INpoBepKa KOPPEKTHOCTM Lu(poBod noamucd. Ecam nojnuce
Ba/IMHa, TOrza coobiienue m' qekogupyercs f1(m') » m u npuHuMaeTcs. B mpoTUBHOM ciyuae,
coo011jeHre UTHOPHPYeTCsl.

OpHOBpeMeHHO € O0COOEHHOCTBIO CKpbITWS WHGpOpMaluu B IM(POBaHHOU 000I0OuKe,
BO3HUKaeT U mpobsieMa MpoBepKU KOPPEKTHOCTH COZAEP)KUMOTO MH(PTEKCTa, T.K. Xell-3HaueHne
W TOANUCh BHYTPEHHE WHKAICY/IMPOBaHbl. i1 TOro, 4yToObI YCIEIIHO MPOBATUIUPOBATh
mudpoBaHHOe cooOilleHHWe, HeoOXOJWMO TIPOU3BECTH  JIOTIOJIHWUTE/NILHO JIBe  OrepaLuu
pacuippoBaHis — TMPUBaTHbIM W CEaHCOBBIM KI/IIOUOM, YTO SIB/SIETCS PeCcypco3aTpaTHLIM
JlefCTBUEM, NTPEUMYILEeCTBEHHO M3-3a UCT0/Ib30BaHUsl aCUMMETPUYHOIO aropyuTMa.

3.2. Bropoii 3Tan mudpoBaHus

E"(m) = Exp(h) || h || m),
h = Hyacag(m),

20e k - kirou cetH, p - GYHKUMS [JOKa3aTebCTBa paboThl, h - pe3ysbTaT XelrpoBaHusi, m -
OTKpBITOE coobijeHne. Dynkius npuaepkuBaercs MtE mogxoma (MAC then Encrypt), rae
cHavasa Beruncisercss MAC (Message Authentication Code), a sanee coobiijeHre m, oTy4eHHbINA
Ko7 h v nokasarenscTtBo p(h) mmdpyrorces pyHKLumen Ey.

HanHblii 9Tan mndpoBaHUs BBITIONHSIET OFHY 3alauy — pasrpaHUuUMBaTh pas3Hble CETH T10
K04y ceTh K, uToObl WX Hesb3sl ObLIO CIUTH B OAHY OOIIyI0 cHUcTeMy. OTO [JOCTHUTAeTCs
NIPeMMYIL{eCTBEHHO 3a CUéT (PyHKLMH JoKa3aTebCTBa paboThl p, T.K. U3-3a Heé CTaHOBUTCS Oonee
3aTpaTHBIM MepeldpoBLIBaTh BeCh Tpa(pUK HarpaB/ieHHbIN U3 OJTHOM CeTU C KIHUOM k; B IPYTyIO
CeThb C KJIIOUOM Ko,

dyHKUMS JoKa3aTeabCTBa paboThl p onpefesnsieTcs anroputmoM proof-of-work (PoW) [13],
/e /17151 KOHKPETHOTO Xelll-3HaueHust h HeoOX0 MO HAWTH TaKoe YMCIIO i, UTOObI pe3ysbTar h; =
H(h || i) mpeacTaBnisin coboii GUTOBBIN BEKTOP C OTIpe/|e/IEHHO 3a/laHHBIM N-bIM KOJTUUECTBOM HYJIeH
B KauecTBe rpedukca, npumep 00000000(n)...11001010. Yucao n UMeHyeTCsl CJIOXKHOCTBIO paboThI.

CTouT Take 3aMeTUTb, UTO K/I0U IMppoBaHUsi Kk MOXeT OBbITb OTKPBITHIM IapamMeTpoM,
ecM OTCYTCTBYyeT HeoOXOJUMOCTb B (DOPMHUPOBaHWM KOHKPETHOM TIpyNIbl y3/10B C 0OIIMM
cekpeToM. B TakoMm ciyuae, ceTeBOM K/tOU K CTAaHOBUTCS MPOCTO OOIIeU3BECTHOM HaCTPOMKOM ISt
pasrpaHuyYeHUst CeTel.

[Moaxon Encrypt-then-MAC (EtM) He nipumeHsieTcsl B cxeMe IIX(poBaHUsi BTOPOTO 3Taria o
JBYM IIpUYMHAM:

1. Wcnonb3yeTcsi oiuH K04 K [j1s LUM(PPOBaHUs U ayTeHTU(PUKALIMA BMECTO [IBYX KJTHOUei
ki, ko nns aTUx 3afau. Eciv npuMeHUTh B 9TOM cutyaruu noaxof EtM, Torja Ha OAWH U TOT XKe
K/1tou k OyJeT OTKPBITO /IBa BEKTOpPA HarafieHusi, BMECTO OJHOTO. DTy Mpob/ieMy MOKHO ObLIO ObI
pelInTb MpU TMoMolly ucrosb3oBaHuss KDF (pyHkuumn dopmupoBaHusi Kitoueil), KoTopasi Obl
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TI03BOJIM/Ia M3 OJHOTO K/TI0Ua CO37,aTh HECKO/IbKO. TeM He MeHee 3TO YCIOKHHUT OOIIyro cxemy
mMdpoBaHus, a TakKe OTKPOeT JOMNOHUTe/IbHBIN BeKTop HamnazeHus Ha camy KDF,

2. YuuTbIBaeTCs MPUHLMI XOPTOHA: «ayTeHTU(PULMPOBaTh HY>KHO He TO, UTO CKa3aHo, a To,
yTO UMeeTcs B BUAY» [6, ¢.130]. [Tpu ycrnemiHoi atake Ha pyHKIMIO Bhiurcienuss MAC B noaxofe
EtM, 6o npu HempaBUILHOM pacripe/ie/ieH|H Kimtoueid k;, k; MO>KeT BO3HUKHYTh CUTYaLUsl KOr/ia
ayTeHTH(UKALs Oy/eT BbIJABaTh MOJIOKUTE/TBHBIN pe3y/bTaT Ha IM(pPOBaHHOE COO0IIeHre, HO
cama mpotiefiypa pacudpoBanusi OyzeT HeKoppeKTHOH. Eciu coobirieHre npecraBsieT coboii
XaOTUYHBIA HAOOp OMTOB, TO MBI HUKOT/]a HE Y3HAeM ero UCTUHHOCTb.

Y nopxoga MtE 6e3yc/ioBHO CyIlleCTByeT HeIOCTaTOK B TOM, UTO Iepe]| TeM KaK TIPOBepUTh
1[e/IOCTHOCTh M ayTeHTUUHOCTb WHGMOpMalid HeoOXoauMo eé paciivdporath. Y moaxoza EtM
TaKOM 1po06sieMbl HeT. BetecTBHE 3TOr0 OB TakKe ChopMHUPOBaH MPUHIIUI KPUTITOrpadruecKoi
obpeueHHOCTH MapiMHCIaWKOM, KOTOPBIN TJIACUT: «eC/IH Bbl BBIHY>KJEHBI BBITIOJHUTE JIFOOYIO
KPUMNTOrpaUuecKyro Oreparjyio [0 NMPOBEePKH MMUTOBCTABKU TOTyYeHHOTO COOOIEHHMS], TO 3TO
TaK WIM WHaue, HO HeW30eXXHO TIpUBeJeT K POKOBOMY KOHIy» [14, c.93]. [laHHBINA TpUHLUI
TIPOTHUBOIIOCTAB/ISIETCS] TIPUHLIUMITY XOPTOHA, KOTAA Peyb 3aXOAWUT O BhIOOpE OJHOTO M3 [BYX
noaxogoB: MtE nmu EtM. Tem He meHee Bbibop EtM 00yc/ioB/ieH emjé Tem, 4TO TIPUHLIUTI
Kpunrorpadguueckold oOpeyeHHOCTH HapylllaeTcsi TakKke Ha MOMEHTe TepBOro, W Kyja Oosee
3aTpaTHOrO0, 3Tarna MU(pPoBaHUs.

4. CeTeBoe B3aUMO/IeliCTBHE

Hanvure QB-3azaum mpe/osiaraet, uTo Kakioe OTIpaBisieMoe coo0ieHre B ceTH OyzeT
JIOCTUraTh BCeX e€ yuacTHUKOB. IIpy 5TOM B TakoM 3a/laue HAYEro He TOBOPUTCS O TOM, Kak
coobirieHre OyzeT JOCTUTaTh Y3/10B TIPU OTCYTCTBUM CBSI3U «BCE-KO-BCEM», KAaKOM IPOTOKOI
repeZiaud JaHHBIX Oy/IeT WMCII0/Ib30BaThCsl, KaK JO/DKHBI pab0OTaTh MPUK/IAJHbIE TIPUIOXKEHUS B
TaKOW MOJIeJTH, KakK JlelleHTpa/i30BaHHast CTpyKTypa OyaeT o6xoauts NAT B cetr IHTepHeT U T.[,.
Bce 3TH BoIpockl TpeOyIOT JOMOHUTE/ILHOTO TOSCHEHHSI MCXO/s W3 KOHKPETHOH peanu3aliiu
CeTeBOr0 B3aUMO/IeUCTBUSI.

4.1. MuKpocepBHCHas apXUTeKTypa

Anonumuas ceth HIdden Lake, kak ripunokenue®, rpezcrasiser coboii HaOOp CepBUCOB,
KaX/blli M3 KOTOPBIX BBIMOHSET CBOK KOHKpPEeTHYH 3azauy [15]. Beibop MUKpocepBHCHO
apXUTEKTYPHI, B IPOTUBOBEC MOHOIUTHOM, ObUT CZle/IaH C YUETOM C/IeYIOIIUX aCTIeKTOB:

1. MuKpocepBUCHasi apXUTEKTypa TO3BOJISIeT YIIPOCTUTb U JeLIeHTPaIn30BaTh pa3paboTKy
TIPUK/IAIHBIX CEPBUCOB, Oylarofiapsi 4eMy CTAaHOBUTCS BO3MOXKHBIM TIPUMEHEHHE Ppa3/UUHBbIX
SI3bIKOB IPOrPaMMHUPOBAHUS U TEXHOJIOTHH TPH peain3aliii COOCTBEHHBIX TIPUIOXKEHUH,

2. MUKpOCEpPBUCHAsi apXUTEKTypa II03BOJISIET pa3/e/iATh OTBETCTBEHHOCTb CEPBUCOB K
obpabaTbiBaeMoil WM XpaHUMOM WHGbopMaluy, Onarofaps ueMy TpU YCIOXKHEHHUU CHUCTEMBI,
KOpPeJISILIUsi CaMOr0 yCJIO)KHeHHUs1 OyZieT MUHUMA/bHO PaclpoCTPaHsATHCS Ha CePBUCHI,

® Pertosuropuii anonnumuoi cetu Hidden Lake: https://github.com/number571/hidden-lake.
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3. MukpocepBHCHasi apXUTeKTypa M03BOJisieT A00aB/sITe HOBble (DYHKLIWH, peJaKTHPOBAaTh
VX WIH y1a/isATh BOBCe 0e3 HeoOXOAMMOCTH NepeKOMITU/ISILIVN U Tlepe3arpy3Ky BCeX CepPBHUCOB, UTO
MOJKeT T0JIOJKUTEIbHO CKa3aTbCsl KaK Ha TeCTUPOBaHWY, TaK U Ha OTKa30yCTOWUMBOCTH.

fAnpom cetu Hidden Lake siBnsiercss cepuc HLS (service), KOTOphiii HemocpeACTBEHHO
vcnosiHsieT QB-3azauy 1 Bce GyHKIMM M poBaHus / paciiMppoBaHusi COOTBETCTBeHHO. [loMHUMO
npunoxenuss HLS, B ceru Hidden Lake Takke cyliecTByeT Takke psifi IPUK/IaZHbIX CEPBUCOB U
azanTtepoB. B pe3ysbrare sToro, cetb Hidden Lake MO)XHO mpe/icTaBUTh KaK KOMIIO3UIMIO
HECKOJIbKUX CEePBUCOB.

HLS =D x QB'net [ E(k,privA,pubB)(m) = E”k(E'(privA,pubB)(m)) ] X HLA:http
Hidden-Lake = X";-;APP; x HLS x ijleLAj

20e APP - MHOXXeCTBO MPUKJIaJHbIX CepBUCOB, HLA - MHO>XeCTBO CeTeBbIX aJjanTepoB, D —
JIOCTaBILMK OTKPBITBIX COOOILeHUI K TPUK/IaAHbIM cepBucaMm, HLA=http — ceTeBo#l ajanTep Ha
6a3e rporokosia HTTP. Apanrep HLA=http siBisieTcsi CBSI3bIBAIOLI[UM, T.K. TIO3BOJISIET COEANHSTDH
HLS nipunokeHvie ¢ MHOXKeCTBOM [IpyTrUX aZanTepoB. DTO CTAHOBUTCS BO3MOXKHBIM 3a CUET TOrO,
yro HLA=http BcTpauBaercs B peanu3auuto Kaxzgoro HLA u HenocpesctBeHHO B HLS.

HLS HLA=<proto> HLA=<proto> HLS

HLA=http

A

HLA=http HLA=http

Y

i
1
1
1
1
1
1
<proto>
1
1
1
1
1
1

]
1
1
1
1
i
i HLA=http
1
1
1
1
1

Pucynok 4. BzaumogeiictBue aByx y310B HLS nmocpeacrsom HLA=http u HLA=<proto>

[Ipu OTCYTCTBUM NMPUKIaJHBIX TTPUIOXKEHUH, a TaK)Ke CeTeBbIX aJjanTepoB (3a UCK/I0UeHeM
HLA=http), cets Hidden Lake cranoButcsi paBHout cepsucy HLS: Hidden-Lake = HLS. 310 ecTb
MUHUMaJbHast XapaKTepPUCTHKa, TIpu KoTopoi HL ermé octaércsi coboii. [1pu yaaneHuu ke cepBrca
HLS, cucrema niepectaét siBnisTbcsi Hidden Lake ceTbto, T.K. JivIIaeTcsi CBOero sifipa, Jake Ipu
CyLL|eCTBOBAaHUU TMPUK/IA/IHBIX CEPBUCOB U CETEBbIX a/]alTEPOB.

Anropurm 3. O6paboTka 3arnpocoB B HLS npusioxkeHun Ha si3bIKe 11CeBJOKOAA

BBO/I: 3anpoc req, omnpasumeb s, omobpadiceHue cepsucos M, ¢pynkyus-¢purbmp H
BBIBO/I: omeem rsp UJIN 3asepwenue aizopumma
host, method, path, head, body — req (* [lonyueHue 3anpoca *)
if (host & M) { (* Cepsuc He HalideH 8 omobpaxceHuu *)
return (* 3agepweHue anzopumma *)
}
intReq — M(host), method, path, (head || s), body (* ObozawjeHue 3anpoca *)
intRsp — do(intReq) (* 3anpoc k cepsucy *)
if (noResponse(intRsp)) { (* Omeem He nonyuex UJIM Omeem He mpebyemcs *)
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return (* 3asepweHue anzopumma *)
}
status, head, body — intRsp (* IlonyueHue omeema *)
rsp  status, H(head), body (* @uabmpayusi omeema *)
return rsp (* OmnpaeneHue omgema *)

BcniencTBre Bcero BbilieonrcaHHOTO peanu3anus cetd Hidden Lake moskeT rpecTaBisiTh
[IBa Pa3HbIX peXXMMa KOMMYHUKALIMU: KJIaCCUUeCKUN 1 alarTal[iOHHBbIH.

1. IMox K1acCUUeCKUM PEXMMOM KOMMYHUKALMK TTIOHUMAIOTCS MpsIMble UM KOCBEHHBbIE (C
WCII0/Tb30BaHUEM PETPAHC/IATOPOB) coefuHeHuss Mexay HLS y3namm 6e3 ucmosib30BaHUS
JIOTIOJIHATE/TbHBIX CeTeBbIX aZjanTepoB. B TakoW MoJenu KaKAbld y4aCTHUK KOMMYHULIUDYeT
mexxy coboi mocpencteom HTTP npoTokora,

HTTP

Pucynok 5. Knaccuueckwii pexxum. Hidden-Lake = X";-;APP; X HLS

2. Tlop ajmanTallMOHHBIM PEKMMOM KOMMYHUKALIMM TOHUMAKOTCS IIPSIMble UM KOCBEHHBIE (C
WCIO/Mb30BaHUEM PpeTPaHCASTOPOB) coeavHeHuss wmexay HLS y3namu ¢ npumeHeHueMm
JIOTIOJIHATE/TbHBIX CEeTeBbIX aJjanTepoB. TakoW peXXUM KOMMYHMKALMA T03BOJISIET OT[e/siTh
AHOHMMH3UPYIOIIUNA TpaduK OT KOHKPeTHOH ucrosibdyeMoit TexHonoruu (HTTP mpoTokona), u
Jiajiee MPUCITOCabIMBaTL ero K MHOXKECTBY /pyrux npotokosios (TCP, UDP, QUIC u 1.1.),

! Alice ' ' Bob |
1 1 1 1
: HLS H HLA=<proto> |— +— HLA=<proto> H HLS :
! | <proto> ! :
| | 1 | | | | 1 | !
1 1 1 1
1 I 1 1 I 1
1 1 1 1
i | aeey | | APP, APP, | | . | app, | | aPP, APP, |
\ : : "
1 1 1 1

PucyHok 6. Ananrrariionssiii pexxuM. Hidden-Lake = X™-;APP; X HLS X HLA=<proto>

4.2, Ctek npoToko/ioB «GP/12»

AbcTpakTHBIN XapakTep aHOHUMHOM cetu Hidden Lake dbopmupyeTcsi cTeKOM MPOTOKOIOB
GP/12 (cokpaiienue ot go-peer’ u 1,2 — cjion mmQpoBaHusa’), aHaJIOTMUHBIM 110 CBOEH CYyTH CTEKY

7 PernosuTopuii poekTa go-peer: https://github.com/number571/go-peer. B go-peer cozepkatcst Bce
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npotokosioB TCP/IP. B HéM Takxe IPUCYTCTBYIOT ueTblpe ypoBHsA: KaHaibHbIM (CL), ceTteBoMn
(NL), tpancnioptasii (TL) u npuknagHou (AL), HO Tipu 5TOM UMeeTCs psif, CJIeyIOLUX OTTUYUM:

m m'=(h,m) c'=E'(m’) c"=E"(c')

1
1
1
Produce » AL > TL > NL > cL : ’Consume
:
1

Pucynok 7. Crek npotokosos GP/12

1. GP/12 upentudunmpyeT y3/sl 10 MyOJMYHBIM K/TFOuaMm, a He 1o IP agpecawm,
2. GP/12 moxeT uCo/1b30BaTh 3a7,a4y TeOpeTUYeCKH J0Ka3yeMON aHOHUMHOCTH,
3. GP/12 He 3aBUCHUT OT CeTeBBbIX NPOTOKOJIOB ¥ CUCTEM KOMMYHHKAL1H,

4. GP/12 ucrnionp3yet cxeMy CKBO3HOTO (end-to-end) 1udpoBaHus.

KananbHeli ypoBeHb B ceteBoii Mozenu GP/12 mpezcraBnsier coboi pacrpocTpaHeHue
COOOIIIeHNH MeTO/IOM  3a/IMBOYHOM MapIIpyTHU3aluu. [IaHHBIM YpOBEHb XapaKTepU3yeTCs
NpUMeHeHWeM BTOPOro STara IMdpoBaHus, Korja BakeH caMm (hakT YCIelrHoW Trepejauun
coo0r11ieHus1 BceM CBOMM coeZiHeHUsiM. CeTeBOI ypoBeHb MpeZicTaB/sieT co00il pacripocTpaHeHHe
COO0OIIIeHHH TI0 KOHKDETHBIM y3/laM CeTH, WCIOJb3ys i 3TOro MNyOJIMUHbIe K/IIOUM B POJIH
WaeHTU(hUKaTOpOB. [laHHBI ypOBeHb XapaKTepu3yeTCs IIpUMeHeHWeM TepBOro 3Tara
mmMdpoBaHus, KOrja BakHa KOHGUAEHIIMATLHOCTb U ayTeHTUUHOCTb coobiieHuid. TpaHCIOPTHBIN
ypOBeHb  TIpeJCTaB/isseT C0OOW  MapIIPyTH3al[Mi0  OTKPBITBIX  COOOIeHuM  (yCTelHo
paciiM(ppoBaHHbIX) 0 KOHKPETHO 3aJaHHBbIM TPUK/IaJHLIM cepBHcaM. [IpuKiafiHOW YpOBeHb
nipe/icTaB/isieT COO0M TIPUHSITHE OTKPBITOrO COOOILeHUs C AajbHellneid ero obpaboTkoil. Takum
obpa3om, crek rpoTokonoB GP/12 moxeT ObITh M300pa)kéH, KaK KOMITO3ULIUS UeThIPEX YDPOBHEH C
no3utuu npuHsaTUs coobijeruii: CL X NL X TL X AL.

BcnencTBre BBIIEONMMCAHHOTO, HWCIOJHEHWE TIOJHOTO CTeka TmpoTtokosioB GP/12 ot
KaHa/JbHOTO /10 TIPUK/IAJHOTO YPOBHEM BO3MOJKHO JIMIIL C MCIOJb30BaHHEM MHHUMYM JIBYX
cepBucoB B cetu Hidden Lake, T.k. HLS, sBnsisicb si/[poM ceTH, TOKPbIBAeT JIWIIIb TepBble TPU
ypoeas: CL, NL, TL, B To BpeMmsi Kak TocjefHui ypoBeHb AL MoXeT OBbITb MOKPBIT JIHIIIh
WCII0JIb30BaHKeM MpUK/IaAHbIX TipuioykeHui no tumy: HLM (messenger), HLF (filesharer), HLR
(remoter).

OCHOBHbIE MOAYJH: (YHKIUM IHGPOBaHUsA, paboTa C ouepebi0 COODIEHUH, ceTeBoe B3aWMO/IeHCTBHE.
Hidden Lake, B cBOIO 0uepe/ib, aKTHBHO TIPUMEHSIET ZIAHHbIE KOMITOHEHTHI [IjIs peaTu3ariii TaKUX CEPBUCOB,
kak HLS, HLA=tcp. [Jns cetu Hidden Lake npoekT go-peer paHee siBjisijicsi $GpeliMBOPKOM 10 TIPUUMHE UX
o0111eli TPUHAZIIEXXHOCTH K KOJ0BOH 6a3e U penn3HbIM BepcusaM. Ceiiuac aHHbIe TTPOEKThI Pa3/ie/ieHsbl.

8 Crou mmdposanus uayT B 0GpaTHOM MOPS/IKE OTHOCHUTEILHO 5TArloB MIM(POBAHKA, T.e. NePBbIid
csoi mMpoBaHUsL = BTOPOM 3Tal IWK(POBaHKUS, BTOPOU C/I0M IM(pPOBaHUs = MMePBbIi 3Tam (pPOBaHUS.
Pa3/MuHOCTL MOPSJKOB CBsi3aHa C Pa3/IMYHOCTBIO CXeM Ha KOTOPBIX 0asvpyrOTCs [aHHbIE OMpejie/ieHusl.
Crnou nmdpoBaHUsS UCXOJAT U3 TOrO — Kak coobljeHue OyZieT momyueHo, Tambl MK(pPOBaHUS UCXOJAT U3
TOro — Kak coobienue 6yaer otrpasieHo. UToObl He ObLIO MyTaHMIILI, B JAHHOW paboTe MCIOJb3yeTcs
TIPerMYyIIleCTBEHHO OTpefie/ieHre «3Tarlbl (POBaHMUs», a UCKTFOUeHUeM SIBJISIeTCS JIUIIb Mozesb «GP/12».
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Pucynok 8. Mogens GP/12 Ha npumepe cetu Hidden Lake, roe A — otipaButens, C — nosyuartesb

Takxe, cereBasi Mojienib GP/12 HeobOsi3aTe/IbHO JJO/KHA 00/1aaTh CBOMCTBOM aHOHUMHOCTH
r3-3a yero cepsuc HLS, nipu yaanénHou QB-3ajaue ¢ 1jesibto coxpaHeHust GP/12 coBMeCcTUMOCTH,
MOXKeT ObITh 3aMeHEH KoMro3uiuer u3 Tpéx cepBucoB: HLA=<proto> X Encryptor X D,
TIPeIOCTABJISIOIIUX TTePBbIN, BTOPOW U TPETHU YPOBHU COOTBETCTBEHHO. IMEHHO TakuM 0Opa3om
ObIIO CO3/]aHO TIPUTIOXKeHHe secpy-chat®.

AnonuMu3arus Tpadrka MOXKeT ObITh ChOpMHUpOBaHa Ha BTOpoM ypoBHe cteka GP/12, koria
reHepaiysi cooOIIeHui OyzieT mpuBsizaHa K KaKoH-M00 3a/jaue. DTO MOXKeT ObITh Kak QB, Tak u
DC, EI —3azmaun. OcHOBHOe OrpaHdyeHHe B TakKOM BBIOOpe 3aK/IOuYaeTcsi B HEOOXOOMMOCTH
CYIIeCTBOBAHMSI TEOPeTHUeCKOW J0Ka3yeMoCTH, 0e3 KOTOpoil HeBO3MOXKHO Oyjer nanee
¢opMupoBaTh abCTPaKTHYIO CHCTEMY CO CBOWMCTBOM aHOHHMMHOCTH. Ecimu OyAyT npUMeHSIThCS
Proxy v Onion —3aiaun, TO B TAKOM C/Tydae ceTh Ha ba3se ceteBoii Mogenm GP/12 He ctaHet Gosee
AHOHMMHOM, TIOTOMY KakK 3TUM 3ajjauaMm, /s CBOEro KOPPEKTHOTO HCIIO/IHeHHs, TpeOyeTcs
HEMOHOJIUTHAsl CHCTeMa, 4TO TMPOTHBOPEUUT OIpeZie/ieHHI0 abCTPaKTHBIX aHOHMMHBIX CeTel,
KOTOPbIM HeBa)KHa CUCTeMHasi LieHTpa/Ii3aLjusl.

Hnst cBoeli peanu3aly CTeKy MpoTokoysioB GP/12 fnocTaTOUHO JMilb CYLIeCTBOBaHUS
ceTeBbIX MHTep(ericoB Produce u Consume, Bc/iejCTBHE Yero OH MOXKeT aJlallTUPOBAaThCS Janee K
KOHKDETHOM cpefle KOMMYHUKalmu. Tak Harpumep, mofenb GP/12 B cetu Hidden Lake mo
yMO/YaHHI0 0a3upyeTcsi Ha TIPOTOKoJie MpuKaagHoro ypoeHs HTTP, a mpu momoliy CepBHCOB
HLA (aparitepoB) MoxXeT 6a3uMpOBaThbCsl Kak TMOBepX MPOTOKOJIOB TpaHCopTHOro ypoBHsi: TCP,
UDP, QUIC, npuknazasoro yposHsi: SSH, FTP, SMTP u 1.1, Tak u BoBCe BHe Mogenu TCP/IP, kak
TpuMep, UCI0/Ib30BaB pa/ivoBeljaHue WU CUCTeMY BUIMMOIO CBeTa.

5. IIporpamMmHasn peanusanusa

MareMaTHuecKre MO/Ie/Ti TI03BOJISIFOT BhISSBUTh KOPPEKTHOCTD 00111eld JIOTHKK paboThl, HO He
TI03BOJISTFOT OTIpe/ieNINTh 6e30MaCHOCTb KOHKPETHOM peanu3aliuu. Tak HarpuMep, Mbl MOYKEM JIHIITh
TIpe/roaraTh, UTo Kakasi-muoo (GhyHKIs Wi MpUHUMaeMoe eii 3HaueHue Oyzet 6e3omacHbM. Tem
He MeHee BCE 3TO HMUEro He TOBOPUT O KOHKPETHOM peayu3aliiy, BbIOMpaeMbIX TapaMmeTpax,
MO/Ie/IM YIPo3 Y MO/X0/iaX MPoeKTUpoBaHus. Takum oO6pa3om, He0OXOAUMO Y/ieJTUTh BHUIMaHUe He

9 Pertosuropuii ipusioxkenust secpy-chat: https://github.com/number571/secpy-chat.
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TONMBKO 001emMy omucanuto pabotel cetd Hidden Lake, HO W mTogpOOHOMY W3/IOKEHHIO €€
CTPYKTYPHBIX Y KOH(QUTYPaAIlMOHHBIX N1apaMeTpPOB.

5.1. CTpyKTypHBIe IapamMeTphbl

1. CummeTpuuHas ¢yHkIMs mrdpoBanus Ey omnpegensiercs 6/10uHbM anroputMoM AES ¢
JUTMHOM Kmoda 256 6ut B pexkume mmdpoanus CFB, rae cg = 1V, ¢; = Ex(ci.1) xor m;.

I ! !

Block cipher Block cipher Block cipher
encryption encryption encryption

Plaintext xor Plaintext xor Plaintext xor

Ciphertext Ciphertext Ciphertext

Key Key Key

Pucynok 9. Pexxum mmdposanust CFB (peskuM 06paTHO# CBSI3U 110 LIMPPTEKCTY)

[aHHBIM pexkuM 1udpoBaHUs ObLT BEIOPAH € YUETOM CIeyIOLMX MOMEHTOB:

1. Pexumy mmdpoBanuss CFB He TpebytoTcs pornosHenus (padding), kak 3To Tpebyercst
Hanpumep pexxumy 1mmppoBanus CBC (pexuM crervieHuss O70KOB IIHM(PTEKCTOB).
BcnenctBre 3TOr0 yNpOIAeTCss BBICTaB/IEHHWE CTAaTHYHOTO pa3Mepa LIM(pPOBAHHOTO
Co00IIIeHNs, a TaKXKe TMKBUAUPYIOTCS BO3MOXKHBIE aTaKu opakysa [16],

2. Pexum mmdpoBanuss CFB He sB/sieTCs TMOTOYHBIM PEXHMMOM IIKM(POBaHUS, Kak
Harpumep OFB (pexxum obpatHoi cBsi3u 1o Beixoay) wi CTR (pekum cuéTumka).
Bcnencteue storo, y CFB oTcyTcTByeT ripobsiemMa B JIMIle TTIOBTOPSIEMOCTH raMMbl. Ecin
IV (BeKkTOp MHMIIMANK3aLMN) TIOBTOPUTCS, TO 3TO NMPUBEJET K KyZa MEHBIINM I1pobieMam
6e3oracHoctH, uem rmpu OFB, CTR pexkumax [6, ¢.93],

3. Pexxum mmdpoBanusi CFB He TpeOyeT oT anmroputmoB mmdpoBaHUs COOMOfeHUs
TOYHBIX TIAPAMEeTPOB, Kak Harpumep, 128-O6utHble Gy0ku mpu pexkume GCM (pexum
cuéTumka c ayreHTu(uKarumeit amya) [17, c.190], a Takxe He TpeOyeT OT aJrOpPUTMOB
¢byHKUMM paciivpoBaHus, 4YTO TI03BOJISIET He TOJIKO YIPOCTUThH 3aMeHseMOCTh
Hebe3omacHbIX 1IKM(GPOB, HO U HCMOb30BaTh B KauecTBe TMpOLeAypbl MIM(POBaHUS
0/IHOCTOpOHHHMe (yHKIMM [18, ¢.282],

4. He ucrnonb3oBasicsa pexxuM mudpoBaHuss GCM Takxke W M0 MNpPUUYKHE U3IUIITHUX
oreparuii ayTeHTU(UKALIMU ¥ XpaHeHUs TOKeHOB. [1epBbiii 1 BTOPO# 3Taribl M pOBaHus
WCTIO/B3YIOT Pa3Hble Criocobbl ayTeHTH(GUKALMK coobIeHuit. BeencTBue 3TOrO0, B MjTlaHe
riOKOCTH UCTob30BaHus, pexkuM CFB cTaHOBUTCSsT 60Jiee Mpe/iOuTUTETbHBIM,
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2. AcummerpuuHas (yHKuMsA muposanus Ep,, onpegenserca aaroputvom ML-KEM-768
(o cranpaptusanuu — Kyber-768) [19]. AcummeTpuuHas QYHKUMS MOANUCAHUA  Spriy
oripefesisietcs: anroputMoM ML-DSA-65 (mo crangaptusanuu — Dilithium-M3) [20]. Beibop
TAaKOBBIX aJTOPUTMOB ObLT cflenaH ¢ yuétoMm rofrotoBku cetu Hidden Lake K mocTkBaHTOBO#
kpunitorpaduu. YcraHosneHue F2F-coemuHeHusi K abOHEHTY KOMMYHUKAIUM OTIpeJesisieTCst
(akTrvecku AByms My6smuHbiMU Kitouamu — ML-KEM-768 ns muidpoBanus coobujeHuit Ep,
(xmoyoM mosyuaressi) 1 ML-DSA-65 g1 mpoBepku MOAMUCH coobiieHuit Vi, (KI0uoM
OTIIpaBUTEISA),

3. IlpeamnosaraeTcsi, UTO K/JIHOY CeTH Ha BTOPOM JTare IIU(PPOBAHUS peAKO MeHseTcs,
obmalaeT BBICOKOW SHTPOMHMEN W He sBAseTcs TaposieM. Ho Tak Kak K/IIOU CeTH He uMeeT
(bHMKCUMpOBAHHOTO pa3Mepa, OH MPOXOJAUT CKBO3b (YHKLIMIO (popMupoBaHus kiaoda PBKDF2 ans
¢ukcaiui pasmepa B 32 Oaiit, uero Tpebyer anroput™m 1mdbpoBanus AES-256.
Kpunirorpaduueckasi cosb ¥ KoaudecTBo urtepauuii B PBKDF2 He 3ajatoTcsi, T.e. OHM IO
yMOJIYaHHUIO paBHbI IyCTOM cTpoke U unciay 0. Xem-pyHkuuyei spasercs SHA-512,

4. B kauectBe anroputMa umutoBctaBku (MAC) wucnonb3yercs HMAC-SHA-384.
bezonacHoctb HMAC 3aBucuT 0T ucrosibdyeMoil uM xei-¢yHkiuu [17, c.168]. BesonacHocTh
SHA-384 mo>keT ObITh OIpeie/ieHa CTOMKOCTBIO B 384 OUT Tpu 3a/jaue MTOMCKa MIePBOT0 U BTOPOTO
1ipoo6pa3oB, ¥ B 192 6UT K MOMCKY KOJUTM3WM, UICXO/IS U3 aTaK Mapafiokca AHel poxaenws [6, ¢.52],

5. KonmmuecTBeHHble U HeusMeHsieMble NapameTpbl anroputMos AES-256, SHA-384, ML-
KEM-768, ML-DSA-64 Obuti BbIOpaHbI C KOHCEPBAaTUBHOW TOUKHM 3DEHHUSI [JIi COXPAHEHUS
JOCTaTOYHOTO YPOBHSI 0e30MacHOCTH B peasMsx TOCTKBAaHTOBOW Kpumtorpaduu [5, c.131].
Anroputm ['poBepa TeopeTHyeCKy 1MO3BOJIsIeT YMEHBIIUTE 6€30MacHOCTh CHMMETPHUYHBIX I(POB
K arakam mepe0bopa v xem-QyHKIMHA K TIOMCKY KOJIZTU3WM, COKPAaTHB HEOOXOAMMOe KOTUYeCTBO
BBIUMC/IeHHI 70 22 m 2™3) rge n — AaMHAa Kaoya CMMMETPMYHOro mmmdpa, m — pasmep
pe3ynbTUpyloiero 6/10ka xenl-GyHKIuKU. Takum o6pa3om, rpu rucrnob3oBanuu AES-256 u SHA-
384, MuHMMasbHasi Ge30macHOCTE OyeT orpefensTbesi 128 OGuTaMu, UTO SIB/ISIETCST YCTOHUUBBIM
3HayeHWeM K arakam mnepebopa. IIpy OTCYTCTBUM KBaHTOBbIX KOMITbIOTEDPOB, MHUHHMaJbHast
Ge3ortacHOCTb OyaeT ompezenaTbcs anroputMamu ML-KEM-768 u ML-DSA-64, 6e3omacHoCTb
KOTODbIX cpaBHKMa C 192 GUTHBIM 3HaueHHeM,

6. Hu mepBeiii sTan mrdpoBaHusi, HA BTOPOM He 3alllMIIAI0T OT aTaku BOCTIPOU3BE/IeHUs
TIOBTOPHBIX ~ cooOImeHuii [6, c.279], rAe chOycTss oOmNpeJenéHHBIM TIepUOZ BpeMeHU t
3/I0YMBIIIJIEHHUKOM MOXeT ObITh TpPaHC/JMPOBAaHO BHOBb, COXPDaHEHHOe paHee WM JKe,
nmdpoBaHHoe coobijeHre. Takoe coobijeHHe OyJeT TOJHOCTBIO BEPHBIM, T.K. OHO OBIIO
CreHeprUpOBaHO OFIHMM W3 YYaCTHUKOB CeTH. [Iis 3aiuThl OT TIoA00HOT0 BUja aTak, cetb Hidden
Lake moctymaeT Haubosee MPOCTbIM U PaJUKaJbHBIM CIIOCOO0OM, COXpaHssl Xellld COOOIeHUM B
cBOIO JioKanbHyt0 BJI. [daHHBI TOAXOJ TO3BOJSIET TMOMHOCTBI0 HCK/IHOUUTH BO3MOYKHOCTD
YCIIEIIHOTO TIPUHSATHS AyO/JMKAaTOB, B TOM UKCJ/Ie U TIPY Tepe3arpy3Ke y3/a, a TakKe YIIPOCTUTh B
obmeM mpoleaypy [AeAyIUIMKal[i|, TO0CPeJCTBOM WCK/IFOUeHUs JOTIOTHUTEbHBIX TMPOBEPOK
coo011ieHr B Mpe/iesiax BpeMeHHbIX OKOH.

K coykasnenuro, 3aiyra y3/ia OT TPHUHATHS W TOC/AeAyoIlell o0pabOTKu IyOMpyrOmx
coo011eHNI HUKAK He 3all[MILaeT OT BOCIIPOM3BE/|eHHUS 3/I0YMBIIIJIEHHUKOM COOOIIeHHIA, KOTOpbIe
el[é He ObLTM MPUHSATHI y3/I0M HeTMOCpPeACTBeHHO BiazetomuM BJI. Takoe coOBITHE CTAaHOBUTCS
BO3MOXKHBIM, €C/Id y3el OTCYTCTBOBa/ B I€PUO/bI TeHepalyu LIM(PPTEKCTOB OCTABLIMMUCS
yuaCTHHUKaMHU CHCTeMbl. BcieicTBHe 3TOT0, 3/T0YMBIIIJIEHHUK MOXKET Harpy3uTh HOBOMPUOBIBIIIHIA
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y3€/1 CTapbIMU U JJaBHO 3a0BbITBIMUA COOOLEHUSIMUA CeTH. 3allUTUTbCS OT 3TOW aTaKd BO3MOJKHO,
eC/IM TIOAK/TIOUMTBCS K JAaBHO paboTaroleMy aHOHUMH3HUPYIOIIEMY Y3y WIM PeTPaHC/ISTOpY,
COXPAHUBILIEMY UCTOPHUIO TMPHUHATHIX COOOIeHNH. B TakoM cylyyae OH HAUHET BBICTYMATh B POJIU
MEXKCeTeBOro 9KpaHa, pasrpaHUuMBasi CTapble U HOBble IHU(PTEKCThI. EIé ofHMM BO3MOXXHBIM
pellieHHeM MOXKeT CTaTh OOHOBJ/IEHHE K/TFoua CeTH K, ecyii B cCCTeMe ObI0 CreHepUpOBaHO MHOTO
TpaduKa, a JaBHO (PYHKLIMOHUPYIOLME y3/1bl HeU3BeCTHbI UM HEeZJOCTYITHBIL.

[obGaBneHue >ke METKM BpeMeHH ¢ Ha Kak[oe COO0OIIeHWe BTOpPOro 3Tara Ir(ppOBaHUS
HaMpoTHB, CMIOCOOHO HapyIIUTh aHOHUMHOCTh QB-3aauM, T.K. TIPYU HEMpPaBU/IbHOM peanv3alun
MOXXeT CO3/aThb [OIOJIHUTeNbHYI0 CBA3b B TeHepalMM LM(PTEKCTOB W CAefaTh 3ajauy
CHCTeMaTUYHOCTH P(5) 7erko pertaeMoii. Tak Harpumep, MpU CO3AaHUM UCTUHHOTO COOOLeHUs
MeTKa BpeMeHH Oy/ieT (GUKCHPOBaThCS He HAa MOMEHTe OTTIpaBJ/ieHUs], a Ha MOMeHTe reHepaliuu. [1o
TIpUYMHE TOTO, 4YTO COOOIeHHsT U3 ouepelu OTIIPABJSIOTCS T0OC/Ae0BaTe/lbHO B CeTb, TO
CreHepHpOBaHHBIN 3apaHee JIOXKHBIN IUdpTeKCT OyAeT 06/1a1aTh METKON BpeMeHH MTpUOJIKeHHOU
K MeTKe OTKpBITOro coobiieHus. VIHBIMU cjioBaMH, OyJeT TpOC/IeKHWBAaThCSl CBs3b T'eHepaLuu
WCTUHHBIX COOOIIEeHUI IMOCPeACTBOM CYILeCTBOBAHUSI [IBYX METOK BpPeMeHH, pasHUIla MeX1Iy
KOTOPbIMM OyZieT MeHbllle OfHOrO Tiepuojia. CUTYyaldi0 MOXXHO W3MEHHThb, 3aMeHUB JIOXKHBIN
MIU(PPTEKCT UCTUHHBIM, a He MPOCTO OTOJBHUHYB JIOKHBIM MIM(PTEKCT B oyepeau. Ho, momumo
JAHHOM Mpo0OJieMbl, B MeXaHW3Me reHepaliy MU(PTEKCTOB 0/DKeH OBITh TaK)Ke YUTEH MOMEHT
yKa3aHus MeTKU BPeMeHHU ¢ B 3aBUCUMOCTH OT Tiepuofia reHepatyuu T. IHbIMU C/I0BaMu, AJisi N-020
coo011ieHrs1 B ouepeii MeTKa BpeMeHH [J0/DKHA UMeTh CJIeAyIoIui BUuf;: t = now + nT, 20e now —
TeKylljee Bpems. [laHHOe pelieHHWe MOXKeT 00/a[jaTh TakKe W HeraTUBHBIM 3(hGheKToM, eciiu
CKOPOCTh TeHepalyu MU(PTEKCTOB, HAlpyUMep TpH OOJBIION 3arpy>KeHHOCTH y3/a, He Oyger
TOCIIeBaTh 3a METKOM BpeMeHU. B TakoM cilyuae MOKeT BO3HUKHYTb PACCUHXPOHU3aL[Us ouepe/ieit
110 MeTKe BPeMeHHU MeXK1y UCTUHHBIMHU U JIOKHBIMH CO001[eHHsIMHI. CUTYaL[I0 MO>KHO M3MEHHUTh
TIOCTOSIHHBIM Y/la/leHHeM CTapbIX CreHeprupOBaHHbIX LINM(PTEKCTOB U3 0Uepeiy, HO B TaKOM C/lyuae
TIOSIBUTCSI PUCK TTOTePU UCTUHHBIX COODIIeHHH, KOTOPBIE /Ja’Ke He OTIPABJIS/IMCH B CETh,

7. B omnmune oT Knaccuueckoro omucaHuss QB-ceTeil, B peanu3aljuM MpoeKTa go-peer
CTPYKTypa ouepefieii Q rpe/cTaB/ieHa IByMsl ouepe/issMU: Ouepeibl0 UCTUHHBIX Qx M Ouepe/ibio
JIOXKHBIX Q, CcOOOIIeHW Janee C/IMBAKOLIMXCI B OfHY. HeoOXoauMocTe B [BYX OYepe[six
00yc/aBIMBaeTcsl Hy)K/10i B (DOHOBOM reHepalvy JIOXKHBIX COOOIIeHUH, YTOOBI TTPY JOCTHXKEHUH
nepro/ia t ouepesib Q, MpenMyIlecTBeHHO Oblia HerycToil. B cBOrO ouepesib Takasi Hy»/la CBsi3aHa
HeroCpe/iICTBEHHO C aJrOPUTMOM JlOKa3aTeslbCTBa paboThl, KOTODPBIM 3HAUWTE/NBLHO 3aMe[yiseT
mmdpoBaHre COOOIeHUH, BCIe/JCTBHE Uero BBICTAB/IEHHbIN MepUOJ, reHepaliud t MOXKeT ObITh
pacuipeH. XOTb CUTyaluuss B TakOM cCjyuyae M cxoxa C IIpumepom 3.3, TeM He MeHee,
CUCTEMAaTUYHOCTb ajropyMTMa 37eCh He HapyllaeTcsi, T.K. reHepauys WCTUHHBIX M JIOXKHBIX
coo011ieHHH TPOUCXOJUT He HAa MOMEHTe UX OTITPaB/ieHUs], a Ha MOMeHTe MOMelleHUsI UX B ouepe/ib,

Qg

Cq C2 Cn-1 Cn

if Qel=nil

if Qu=nil

Cq Co e Ch-1 Ch

Pucynok 10. CxeMa /IBOMHOM ouepe/id COOOIIeHNI B IPOEKTE gO-peer
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8. AnxonumHas cetb Hidden Lake moxeT ObITh ys3BMMa K aKTMBHBIM KOOII€PHPYIOIUM
HabmoarensiM, eC/iv TakoBbIe Oy/IyT MPUCYTCTBOBATh B CIIMCKE /IPy3el Y HeCKO/IbKUX aOOHEHTOB
CUCTeMbI C OTCYTCTBYIOLIMMU MY/IbTH-0UYepe/issMd. B TakoM ciiyuae, MOMUMO yXy/IIlIeHHs] KauecTBa
AHOHUMHOCTH: C 3aZlau¥l CKPBITHS (PaKTa KOMMYHHUKALMW ZI0 COKPBITHS CBSI3U MEXKIy abOHeHTaMu
KOMMYHHUKAIUM, TaKXe TMOSBUTCS M PHUCK pelleHUs / JeaHOHMMHU3aLuu camoil QB-3agaum.
[TpobsieMy MOKHO PpeILUTh CO3[aHHEeM HeCKOJbKUX ouepefiell Qxi, Qi ..., Qkn /11 KaXKIOTO
oTze/nbHOrO0 aboHeHTa (C MCIIO/b30BaHHMEM HAaCTPOMKM gbp_consumers=n), HO B TaKOM Cjyuae
YBEJTMUUTCS 0011ee BpeMsi OTBeTa B 1 pa3. Jpyrum criocobom perieHust JaHHOU TTPO0IeMbl MOXKET
CTaTb M3MeHeHHe MOJie/Id yrpo3, B KOTOPOW Jpyr anpropu OyjeT paBeH /[0BepeHHOMY Y37y, a
noToMy He Oy/leT 3aMHTepecOBaH M 3aflefiCTBOBaH B Ipolieflypax JeaHOHUMM3aLuud. Ha Takom
KoHCTpyKTe F2F-cucrem npeumyiiiectBeHHo 6a3upyetcs cetb Hidden Lake,

9. Mogens yrpo3 aHoHumHO# cetu Hidden Lake orpaHuuvBaeTcsi MCK/TFHOUUTETBHO
3aIUTON CeTeBbIX KOMMYHUKALIMK MeX/ly eé yuaCTHUKAaMH, YTO, B CBOIO Ouepeib, Mpe/iroiaraeTt
OTCYTCTBHE KaKUX-TUOO [OTOIHUTE/bHBIX Mep, AeHCTBUM U YCIOBUM HalpaB/eHHbIX Ha 3alluTy
TIPUBATHBIX K/IOUei, 0a3 JaHHBIX, KOHPUTypalMOHHBIX (haliyIoB WM B3aUMOJEMCTBUM CEPBHCOB
MeXXy co00M B yC/IOBUSIX JIOKA/TIbHOW CpeZibl UCIIO/IHeHMs. BeecTBre 3TOT0, MpeArnpuHuMaeMble
Mepbl [yt obecrieueHHst 6e30TAaCHOCTH JIOKAJBHOTO OKDY’>KEHHs], B YCJOBUSIX CYIL[eCTBOBAaHUS
YyBCTBUTE/IBHONW WHGOpPMAINY, [O/DKHBI ObITh BO3/IOKeHbI Ha 0Oosiee HU3KKWE YPOBHU
B3aUMO/JIEIMCTBUS, KaK HalpuMep: BbICTaBleHWe TMpaB JocTyna K aiiaMm U Tpoleccam,
M30/IMPOBaHKe TIPOTPaMM TTOCPe/[CTBOM UCITO/Ib30BaHUs BUPTYaIbHOTO OKPY>KeHUS, TIPOrpaMMHOe
Y anmapaTHOe TI0/THO/IMCKOBOe IM(POBaHNe, OrpaHudeHre (U3UYeCKOro AOCTYyTIa K armapaTHbIM
CpeJCcTBaM /iJist TPeThUX JIUL] U T.J.

5.2. KoH(urypanoHHbie napaMeTphbl

1. TMoaxop coxpaHeHUsl Xellleli BCeX paHee NPHHSTHIX COOOIeHHI TakXe MMeeT MUHYC B
nuue ctpemsienusi 00béMa Bl Kk cBoeMy mocTtossHHOMY yBesimueHH0. Kak Tonbko nosiBisietcst B/
xelllell, eé HU B KOeM CJiyuae HeJib3sl yAaasTh WM OouMilaTh (6e3 M3MeHeHUs CeTeBOro K/oua),
WHaue BCe paHee NIPUHSTHIE COOOIIEHHUSI BHOBb CMOTYT TIOBTOPUTBCSI, €C/TH 3/I0YMBIILITIEHHUK OyzeT
NIPUMEHSITh aTaKy BOCIPOW3Be/leHUs] TIOBTOPHBIX cooOIeHri. B Takoil mapajurme BOIPOC
HauvHaeT 0a3WpoBaThCsi Ha O00bEMEe M YacTOTe TMOCTOSIHHO reHepupyeMou MH(opMaruu. Xern
coobutenus B cety Hidden Lake - 570 xem-3HaueHue h = Hyacx) OIy4eHHOe U3 HH(OPMaLMU Ha
BTOpPOM 3Tare mmgposanus E". Pa3amep xellia onpefiensieTcss Kpunrtorpaduueckoi xeu-(yHKLyen
SHA-384, T.e. 48 Gatitamu. Takum o0Opa3oM, OAHO MPHUHSTOE, JTUOO OTTIpPaB/eHHOe YHUKAIbHOEe
coobienre 6yzer yBemnuuBath bl Ha 48 6alit. [lepros reHepaljui OJHOTO COOOITIEHUsT OTHUM
y3/I0M paBeH 5 ceKyHAaM. Ecnu mpeamnosioKuTh, UTO B ceTd cyiecTtByeT 10 y3/710B, KaXIbli U3
KOTODBIX B TIepHO/] PaBHBIM 5 CeKyH/aM reHepupyeT OAHO IudpoBaHHOe COO0DIeHHe, ToT/a 3a 5
cekyHZ; OygeT creHepupoBaHO U coxpaHeHo 480 6Gaiit, mib6o 96 Gauit B cekyHpay. [anee, ecnu
PaCIIMPUTE MOTyYeHHbIN pe3y/bTar o roja, To B/ 6yzaeT ysenvuena Ha ~2.6I'uB° undopmariyu,
YTO SIB/ISIETCS BIIOJTHE [JOMYCTUMbIM 3HauU€HUEM,

2. C KaxIpIM COXpaHEHHbIM XelleM B 0a3e /aHHBIX yMeHbllaeTcs o0miasg 006/1acTh
JIOTTyCTUMBIX IM(PPTEKCTOB W3-3a COIMYTCTBYIOIIUX KOJITM3WM, CBOWCTBEHHBIX BCEM XeIlll-
byukuysaM. BenepctBue 3Toro, ueMm 6osibiiie OyzieT NMPUHUMATHCS MU(PTEKCTOB, TEM MeHbIIe UX

10 ((48 [6aitr] x 10 [y3n08B] / 5 [cexkynn]) x 60 [cekyna] x 60 [Munyt] % 24 [yacoB] x 7 [gueii] x 4
[Hegens] + 2 [gua]) x 12 [mecsaues] / 230 [T'ub] = 2.595520041882992 ~ 2.6I'ub.
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MOXHO OyzieT mpuHMMaTh B OyayieM. BeposTHOCTh HaxoxJeHWs1 Kom3uu B Gonee yem 50%
C/lyyaeB HAaUMHAETCs TOC/Ie TIPeofo/ieHHst Tiopora B 2192 MpUHATHIX MMQPTEKCTOB /I Xelll-
dynkiuu SHA-384 ¢ ucronb3oBaHUEM KIaCCUYeCKHUX KOMIMbOTepoB. [Tocsie 3TOro ceTb HauHET
paboTate HecTabWIbHO, OTOpAchIBasi MOJIOBUHY BCeX MPHHHMMAEeMbIX CHCTEMOM COOOILeHWH, a
eTUHCTBEHHBIM CITIOCOOOM «Tiepe3arycKa» CeTH CTaHeT yzaneHwe BJl ¢ mocnenytoield cMeHOM
ceteBoro kmoua. Ho Takoe coObITHe sIB/IsieTCSI HEOCYILeCTBUMBIM, T.K. TpeOyeT COXpaHeHHs
249230249209671726169463823802564608 Vub ! undopmarmu s 219 xemeit Tuna SHA-384. Ipu
cywectBoBaHuu B cetu 8000-TH y3/710B € maTTepHOM reHepaumu mwrgprekcros 1.6KiB/c, T.e. pu
JOCTKEeHUM JIMMHUTA TIPOMYCKHOrO KaHama cBs3u B 100MOuT/C, 3a TOoZ Oy[eT COXpaHSAThCS
~2076T'ub B nokampHOW BJI. Takumu Temmamu, 4YTOObI TIPeooJieTh TIOPOT HAXOXKAEHUS
KoJLM3uk >50% ciyuaes, norpebyercs G6oee uem 1047 ner!?,

3. CoobirieHMss Ha TePBOM 3Tare Mmr(pPOBaHUS MUMEIOT CTaTUUHBINA pa3mep paBHbIA 8192
0aiiT, 3 KOTOphIX 4569 GaMT yenseTcs 3aroJIOBOYHBIM IaHHBIM: BEeKTOP MHUI[Hamu3anuu (16B),
xelll AaHHbIX (48B), mognmuce ML-DSA-65 (3309B), xer rmy6/iMyHOr0 K/Ttoua otripasuresisi (48B),
cosib (32B), uHKaricyMpoBaHHbIN Koy 1MdpoBanus ML-KEM-768 (1088B), a Takxke pa3mepbl
JAHHBIX B Oaiitax: xeiia (4B), mogmicu (4B), mybsmuHoro kitoua (4B), conu (4B), mmdpoBaHHOTO
6/0ka gaHHbIX (4B), monesHoi Harpy3ku (4B), samonHsomux Oaiit (4B). Brtopoit stam
mmdpoBanus gobapssieT 76 0alT, U3 KOTOPBIX: BeKTOP WHHUIManu3aiuu (16B), noKa3aTenbCTBO
pabotsr (8B), xem mmdpTekcra (48B), cereBasi macka (4B). Pazmep cooOimeHus mocsie MOTHOTO
M pOBaHKUs CTAHOBUTCS paBeH 8268 6aiT 13 KOTOPBIX 3623 OaWT SIB/ISIOTCS TI0/I€3HOM HArpy3KOM.
Takum obpa3om, ecv Nepyuo/ reHepalyy coobIeHni paBeH 5 CeKyH/IaM, TOT/ja 3a OJ[HY CeKYHy
y3e/l MOXKeT nepefats ~724.6 3HaunMbIx Oaiir. Ecimm mpukiagHoe TIPUIOXKeHHe TIpeAriosiaraer
KOMMYHHUKAI[MI0 TWIA «3alpoCc-OTBeT», TOrJa BCJAeACTBHE TIPOU3BEJEHHOIO 3ampoca |
CYLLIeCTBYIOLLIeM TI0C/IeJOBaTe/IbHOCTU (Ouepe/i) HEMHUHYeMO HAauHETCS 3Tal OXKUAHUS OTBETa,
YTO TIPUBEZIET K IBOMHOMY YMEHBIIIEHUIO MPOITyCKHOMN CrIOCOOHOCTH /10 ~362.3 3HaUMMBIX OalT B
CeKYH/y W3-3a YBeJIMUEHHOTO WHTepBaia o)KujaHus paBHoro ~10 cekyHzgam. Wtoro, eciu Oyger
TIPUCYTCTBOBATh 3a/jaua rnepegaur ¢aiiia pasmepom 1Mub mo cetH, To TpaHCIOPTHUPOBKA OyzeT
3aHUMaTh NMPUOU3UTENBHO OT ~24.1 10 ~48.2 MuHyT (~1447 u ~2894 ceKyHZ, COOTBETCTBEHHO),

4. CnoxHocte pabotel cetu Hidden Lake ompegensiercs mapamerpoMm work_size_bits,
KOTODbIM B CTaH/apTHOU (peKoMeHjyeMoi) KOH(uUrypaly paBeH 22 6utam. [laHHBIN MapameTp
OrpaHUUMBaeT MPOIYCKHYIO CTIOCOOHOCTh KaXk/[0r0 y3/1a CeTH, IPOTUBOAENCTBYsI TeM caMbiM DoS
u DDoS atakam, a Takke aTakaM HalleJleHHbIM Ha AyO/MpoBaHMe COOOIIeHHH 10 HECKOJbKUM
nogcerssM. JlaHHBIM TlapaMeTp Croco0eH OrpeesisiTh NMPUMEPHYH KOJHUUeCTBEHHYHO TPaHHULLy
y4aCTHUKOB CETH.

[TpeAronoXuM, 4To TMPOMYCKHAs CIOCOOHOCTh KaXKJOro y3/ia B ceTH paBHa 100MOuT/C,
pa3mep reHepupyemoro coobiijeHust paBeH 8Kub, a mepuo reHepariuy paBeH 5 ceKyHiaM. B Takom
clydae, reperpyska cet Oy/ieT BO3MOXKHA NpH Hanmuuuu Gosee uem 8000 ys3noe!®. Oro, B cBOIO
ouepe/ib, SIB/ISIETCS] BePXHeU IpaHuLieil He yUUThIBaroIeil BO3MO>KHOCTH 3/T0HAMEPEHHbIX JeMCTBUM
CO CTOPOHBI CaMHUX Y3JI0B, CIIOCOOHBIX reHeprpoBaTth Tpaduk 6osee uem 3a 8Kub/5¢ = 1.6Kub/c.

11 (2192 xemmreii] x 48[6aitr] / 28°[Mub]) = 249230249209671726169463823802564608 ub.

12 (2192[xemmeii] x 48[6aiit]) / ((48 [6aiir] x 8000 [y3108] / 5 [cekyna]) x 60 [cekyna] x 60 [MuHyT] %
24 [gacoB] x 7 [mueit] X 4 [Hepens] + 2 [aas]) x 12 [mecsmer] = 135140700251269152632028
727792496229215884627189 > 10* ner.

13(100[m6uTt/c] / 8[6ur] = 12.5[Mub/c]) / ((8[KuBl/5[c] = 1.6[KuB/c]) / 1024[Gaiit] =
0.0015625[Mub/c]) ~ 8000 y3m10B, reHepupytolyx Kaxzeli o 1.6Kub/c.
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be3 yuérta mapametpa work_size_bits (BToporo 3Tara mmdpoBaHusi), eCTeCTBEHHbIM OTPaHUUeHHeM
JUIS aTaKyHOIUX CTaHOBUTCS BpeMs IM(POBaHUs COOOM[eHMI (TiepBbIi 3Tan mudpoBanus). Ha
niporjeccope «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» umdpoBanue ogHoro 8Kub
cooOIeHus 3aHuMaeT mnpubamsuTensHO 0.254Mc, uto B cpeaHeMm Tpebyer 0.4 cekyHa'* ms
JIOCTVDKEeHUsI TIpeZieJibHOM BeIMuMHbI B 12.5Mub, ¢ JanbHelei BO3MOKHOCTBIO MepernoHeHust
ceTeBOro KaHana B 252mbut/c = 12.5/0.4. B pe3synbrate, 8000 yecTHO paboTaromuX Y3710B
CTaHOBSTCSI paBHbI MeHee yeM OZJHOMY 3/10BpeHOMY ~ (.4.

[na mpenoTBpallieHUs] TakOM pa3HULbl BBOAUTCS IapameTp, ONpefessioliii C/I0KHOCTh
pabotel. IIpu work_size_bits=22 mmdpoBanue ogHoro 8Kub coobijeHuss 3aHUMaeT
npubn3uTebHO 1.98¢ Ha TOM >Ke Tpoljeccope 6e3 yuéTta BpeMeHU MepBoro 3rtarna IdpoBaHus,
uto B cpesHeM Tpebyer 52.8 MuHyT!® (3168 CeKyH[) /s JOCTHKEHHs Tpe/ie/TbHOM BeJIMUMHEI B
12.5Mub. B pe3ynbTaTe, Ajig JOCTWKEHHWS Tpefiesia 3/0YMBIIIIEHHUKY ToTpedyeTtcs: ~3168
rapa’suie/ibHbIX BBIYMC/IEHUN TaKOW »Ke TPOLeCCOPHOM MOILHOCTH, UTOObl MMeTb BO3MOKHOCTh
TIpeoZio/ieBaTh TIPOIMYCKHYIO CIOCOOHOCTH KaHana B 100mOut/c. BecripepbiBHOe mmmdpoBaHUe
coobienuit mpu work_size_bits=22 pacxoayeT ~15% MporiecCOpHOI MOII[HOCTH, UTO ITO3BOJISIET
YBeMUUTh MapaielbHOCTE B ~6.(6) pa3 as qoctikerus mumuta B 100%. Takum obpa3om, ~3168
rapasiyieJlbHbIX BBIUMC/IEHUNM CPaBHUMBI C UCMO/b30BaHUeM 3168 / 6.(6) ~ 475.2 (usnueckux
TIPOIIeCCOpPOB, paboTaroIIMX Ha TIpe/iesiax CBOUX MOIIHOCTEH.

CuTtyarusi A1 3/I0yMBIIUIEHHWKA yripoiaetcs, ec BMecto CPU 6yzeT MConb30BaThCst
GPU. Xempeiir SHA-384 ans «Nvidia GTX 1080 Founders Edition» cocraensier ~1050 MH/s'S,
B TO Bpems Kak xempeit «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» pasen ~26.6 MH/s".
B pesynbrare, pasHulja Mexxzy rnpoteccopamu ornpegesnsercsa 1050 / 26.6 # 39.5 egunuiiamu, 4to
paBHOCU/IBHO cooTHoLeHuto 475.2 CPU k 475.2 / 39.5 # 12 GPU npu pemenuu PoW 3azauu.

6. 3ak/s1II0oUeHue

B xome pabotel Obi10 pa3obpaHo (yHKIMOHMpOBaHMe aHOHUMHOW cetd Hidden Lake Ha
OCHOBe eé MaTeMaTUUeCKHUX MOZeJiel, C JaJbHeNIlIM yYKa3aHueM MPeuMyLecTB U OrpaHUueHuH,
cnepyromux w3 QB-3asaun. beUM nprBefieHbl OCHOBHBIE CEPBMCHI CeTH, a Takke UX CeTeBble
B3aUMO/EeNCTBUS APYT C JPYIOM B Mapaiir'Me MUKPOCEPBUCHOUW apXWUTEeKTyphl. bbul onuvcaH cTek
npotoko/ioB GP/12, TO03BOJIAIOIMIMM CeTSIM C TeOpeTHYeCKd JoKa3yeMoW aHOHUMHOCTbIO
CTaHOBUTBLCS aOCTpaKTHBIMU. bbUTH TpeiCcTaB/ieHbl KPUTEPUH BBIOOPA a/irOPUTMOB IHM(POBaHUS,
MOANUCAHUSA, XelIWpPOBaHWs, MX MapamMeTpOB W HACTPOEK B MOMEHTbI TPOEKTUPOBAHUS U
peaynu3any CeTH.

6.1. Ilpuk/1agHOe IpMeHeHue

AnonnmvHas cetb Hidden Lake, obmazasi BceM BBIIIEONMCAHHBIM PSIIOM TIPEUMYILECTB U
He/I0CTaTKOB, BbICTpauBaeT Tapasule/ibHbiM 00pa3oM TakKe W TPaHHUL[bl CBOEro TpPUK/IaZHOTO

14 (8[KuB]/0.254[mc]) - (1.6[Kub]/0.0508[mc]), 0.0508[mc] x 8000[nakeros no 1.6Kub] = 406.4mc
~ (0.4c.

15 (8[Kub]/1.98[c]) — (1.6[Kub]/0.396[c]), 0.396[c] x 8000[makeToB o 1.6Kub] = 3168c = 52.8m.
16 «8x Nvidia GTX 1080 Hashcat Benchmarks»:
https://gist.github.com/epixoip/a83d38f412b4737e99bbef804a270c40.

7 TIpu ucrnonb3oBanuu 15% MoILIHOCTe# mporieccopa, xenipeiT Beluvcnenus SHA-384 cocrasnisier
~4 MH/s. ITpu 100% nHarpy3ke xempeit Oyzet rosbiiieH B 6.(6) pa3, uto cocraBuT yke 26.6 MH/s.
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ucrosp3oBaHus. B otmmume ot cereit Tor m I2P, obnacTe mpriMeHeHHs] KOTOPBIX [JOCTaTOUHO
oOLIMpHa, KaK 3a CUéT OTCYTCTBUS CBSI3HOCTU abOOHEHTOB KOMMYHHUKALUM, TaK M 3a CYET
TIOHW)KeHHOW Mogenu yrpo3 (oTcyTcTBue riobansHOro Habsozatesns), cetb Hidden Lake
HaMpoTHB, CUJILHO OrpaHUueHa B Criocobax UCI0/b30BaHUs, T.K. HU3Kasi MPOIyCKHast CIOCOOHOCTh
KaHasa CBsi3u (Tepuo/ibl reHepaly) 1 npobseMa maciuTabupyeMocTy (ciierasi MapIipyTHA3aLus)
He T1103BO/IsIIOT HL  CTAaHOBUTBLCS TMOMCTHHE MOHOJMTHON cucTeMoM. BcienctBue 3toro,
eJMHCTBEHHBIM CIIOCOOOM paCIIMpeHHs CeTH CTaHOBUTCSI TOPU30HTAIbHOE MaclTabupoBaHUe 3a
CuéT COo37,aHusI MHOXKeCTBa 000C00/IeHHBIX /IPYT OT AApyra rnozcereii. HecMoTpsi Ha Bce He/JOCTaTKHY,
orpaHdYeHust ¥ HeY00CTBa MCII0/Ib30BaHUS B KOHKPeTHbIX cuTyauusix, cetb Hidden Lake Bcé ke
00/1a/iaeT TOTeHLMA/TBHBIM CIIFICKOM T10J1e3HBIX MCIO/Tb30BaHUM:

1. 3amura nOKanbHBIX ceTell OT pocymyBaHust. [Ipobiema MacitabupyeMocT Harbosee
OCTpO TIposiB/IsieT cebsi B T/I00aIbHBIX CETSIX U HaUMeHee OIyTUMO B JIOKa/TbHBIX. 3a CUET 3TOTO, a
TaK)K€ 3a CYET OTCYTCTBUs KakKoh-Mb0 MoHosmTHOCTH, ceTh Hidden Lake MoxkeT serko
3arMycKaTbCsi U TIPUMEHSITbCS B MasbiX KOMMYHMKAIIMOHHBIX cHcTeMaX. B cBowo ouepefp,
BePOSITHOCTh MPUCYTCTBUS r106anbHOr0 Habmro/aTe sl B JIOKAAbHBIX CeTSIX HeCpPaBHEHHO BhILLe,
yeM B I7100a/IbHBIX, a TIOTOMY BO3MOKHOCTh aHOHMMHOMW CeTH TIPOTUBOZENCTBOBATh I100aIbHBIM
HabJ/TIF0IeHUsIM CTAaHOBUTCSI OHUM M3 Ba)KHBIX YCIOBUM,

2. 3aiyTa BOEHHBIX CeTell OT MPOC/IyIIMBAaHUs. AOCTPAaKTHBIN XapaKTep aHOHUMHOM CeTH
Hidden Lake mno3Bossier ajganTUpoBaThbCsl 107, KOHKPeTHble KOMMYHMKAIJMOHHBIE YCJIOBUSI
nepejaur WHGoOpMaIMu. B cBolo ouepean, TpaBWIbHOE BbhIcTpawBaHHe friend-to-friend cBszeit
(HarpuMmep, vepapxuuecKasi CTPYKTypa) M03B0oJisieT CHU3UTb PUCKY KOMITPOMeTaluu UH(OpMaLuu
MeX/ly HeCKOJIbKUMU y4aCTHUKAMU CeTh. AHOHMMU3aLys TpadrKa Mo3BoJIsieT CKPBITh PeasbHYH0
aKTUBHOCTh U JIEMCTBYIOIIYIO CTPYKTYpPy CBsi3u eé aboHeHTOB. CyIlleCTBOBaHWE KOHKDETHBIX
TIepUO/IOB TeHepaljii U 3HaHHWEe TOYHOTO KOJIMYeCTBa y3/I0B B CETH IMO3BOJIsieT u3bexaTth DoS u
DDoS araku, eciy OT/ie/IbHast 4aCTb CUCTEMbI O/IHAXK/bI HAUHET reHepupoBaTh TpaduKa Oorbiile,
yeM OBLIO 3a/1aHO OTPAHUYMBAIOIIEN KOHCTAHTOM,

3. ®opmMurpoBaHUe TailiHbIX KaHanoB cBsisu. Azjantepsl B cetd Hidden Lake mosBosisitoT He
TOMLKO TIPUCTIOCA0/IMBATLCSI K KOHKPETHBIM CeTeBbIM TPOTOKO/IaM, HO TakKe W BCTPavBaTh
(B)KMB/SATb) aHOHMMU3UDYIOIIMK TpauK B y)Ke CYyILeCTBYIOLMe LIeHTPaJU30BaHHbIe W/WUIU
JlelleHTpa/IM30BaHHble CUCTeMbI. 3a CUET yBe/MUeHMs] HaKlaJHbIX PacXO/I0B B JMLe y/IUHEHUs
TIepUO/IOB TeHepal[uM, yMeHbLIeHWss UYacTOThbl TMPOMYCKHOTO KaHaja CBSI3W, JOTOJHUTETbHOTO
NipUMeHeHHUst KpUNTorpaduuecKyux Uiam cTeraHorpadguueckiux NpUMHUTUBOB, TeHepUpyeMblii Tpaduk
MOJKEeT CKPbIBAaThCs He TOMBKO OT BHEIIHUX CTOPOHHUX HaOsIto/jaTesiei, HO ¥ OT CaMOU CUCTEMBI.

[laHHBIM CITUCOK TI0JIe3HBIX TPUKIAZHBIX MCIO/Ib30BaHUM He SIB/ISETCS MUCUepITbIBAIOLIUM,
T.K. OH TIpe/icTaB/isieT cob60i ToNMbKO Te cyiyuau B KoTopbix Hidden Lake HaxoAWUTCs B BBIMTPBILITHOMN
TO3ULIMK B CpaBHEHUU C OOJILIIMHCTBOM JAPYTUX TIpecTaBUTe/ieli aHOHUMHBIX cucteM. [TomumMo
TAaKOTO CITMCKa CYIIeCTBYIOT TaKXKe Tepecekaroruecss obsactv. Tak Hampumep, Hidden Lake
BITOJTHE KOPPEKTHO MOXKET MCTIOIb30BaThCs /IJIs1 BBITIO/THEHUsI OTIpeZie/IEHHO 3alaHHBIX (DYHKLIN U
aJIFOPUTMOB B T7I00a/IbHOM CeTH, TaKWX KaK YAaJéHHBIM JAOCTYT, IPOCMOTP CAaHTOB, OTIIPABJ/IEHHE
coobirieHuni, ooMeH daiiiamu U 1.7, OrpaHueHNEeM B IaHHOM CJTy4ae SIBJISIeTCS JIUILb KOJTUYeCTBO
YYaCTHUKOB B CETH, MU3-3a CYIIeCTBYIOIeH Mpo6sieMbl MacIiTabupyeMOCTH, U TIOTOYHAsI CBSI3b, M3-
3a Mepuo/ioB reHeparyiy MU(PTEKCTOB.
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Mogens yrpo3 cetr Hidden Lake cTpoutcsi Takum o6pa3om, UTo HabJrOAATeNsIMA MOTYT
OBITH TOMBKO BHEIIIHHE W BHYTPEeHHHE 3/I0yMBIIIIEHHUKH, HO He IPY3bsl — T.e. HeIoCpe/[CTBeHHbIe
abOHeHTbI KOMMYHHUKAL[UM. VI3-3a 3TOTO YCIOXKHSIETCS M OTPAaHWUUMBAETCS Psifi TIPUKIaZHBIX
WCTI0/Tb30BaHUM B KOTOPBIX aOOHEHThI KOMMYHHMKALIMHM JIO/DKHBI OCTaBaTbCs aHOHUMAaMH JIPYT K
Apyry. Vcronb30BaHWe peTpaHC/IsITOPOB / MapLIPyTU3aTOPOB, B COBOKYITHOCTU C KaHAIbHBIM W/IN
MHO)KECTBEHHbIM LIM(PPOBaHUEM, T[03BOJISIET YCAOXKHUTh aHalW3 CeTeBbIX KOMMYHHUKALWH,
pasrpaHUuMBasi CBsi3b aDOHEHTOB Jpyr K Apyry. Ho fgaHHBIA mofxon He peliaeT mpodsiemy
OCHOBATe/IbHO, T.K. B KOOTepaliy C MacCUBHBIM WM aKTUBHBIM I7100a/7bHBIM HabsroaTesieM (B
3aBUCUMOCTH OT TIpeJTIpUHUMaeMbIX Mep) OJuUH U3 abOHeHTOB KOMMYHMKALIUM BCE ke MMeeT
BO3MOXKHOCTb /IeaHOHMMHU3KMPOBATh'® cBOero cobeceiHuKa.

6.2. Boripocbl pa3BUTHSI aHOHMMHBIX KOMMYHHKALIUH

Ho otkpeiTusi QB-3amaumn, u pa3paboTku aHonumHouM cetu Hidden Lake B wacTHOCTH,
cyliilecTBoBasia To/ibko DC-3a/jaua, Kak cMCTeMa C TeOpeTHUeCcKy JlokazyeMOoi aHOHUMHOCTbIO. Tak
KaK OHa SIB/IS/IaCh eIMHCTBEHHOM, CJIOKHO OBIJIO He TOJBKO OTBETHTH Ha ITOCTaBJ/IEHHBIE BOITPOCHI
00 aHOHMMHOCTH, HO ¥ C(hOPMHPOBATh MX B TIOJHON Mepe M3-3a OTCYTCTBYIOIIUX SMIMPHUUECKUX
naHHbIx. Celiuac ke, C TIOSIBJIeHWEM JIBYX JOTIOMHUTeTbHBIX 3azau (QB u El), Borpock! ctanu Kyja
Oosiee sICHBIMHA 1 KOHKDETHBIMHU:

1. fIBnsiercss nm mpoGsiemMa  MaciITaOMpPyeMOCTH CBOWICTBEHHOW BCeM 3ajauaM  C
TeopeTUYeCcKU 0Ka3yeMol aHOHUMHOCTBI0? C/I0’)KHOCTh BOIIPOCA 3aK/I0YaeTcsl B TOM, UTO JAaxKe
TIPY TIOSIB/IEHWY HOBBIX 9K3eMIUISPOB, BCe OHH IPOZOJDKAIOT HACTe[0BaThb JAHHYIO TMpobiemy.
OTBeT Ha TMOCTaB/IEHHBI BOTMPOC MOXKET TPUBECTH JMOO K OTKPBLITHUIO COBEpILIeHHO Oosiee
KayeCTBeHHOTO MeTOo/la aHOHUMH3al iy, 00 K BeIOOpY Hanbosee 3¢ eKTHBHBIX KOMITPOMKCCOB,

2. CyllleCTBYIOT JiY ell[é 33/lauy C TeOpeTUUeCKH 0Ka3yeMOW aHOHUMHOCTBIO, OT/IMYHbIE OT
DC, QB u EI? Ecum fga, To OTHOCUTCA /M KaXkAas 3a/laua C TeOpeTHUeCKu [JoKa3yeMou
AHOHUMHOCTBIO TOJILKO K CBOEM CTaJiu aHOHUMHOCTH? [IaHHBIM BOTpoc Oa3upyeTcs Ha paboTe
«Teopusi CcTpoeHHUsI CKPBITBIX CUCTeM» [2, c.7], B KOTOpPOW CYyILeCTByeT J/Milb ILIeCTb CTaJui
AHOHMMHOCTH U /]Ba HEeK/JIaCCUYeCKUX BeKTopa pa3sutus, rge DC = 1A cragud, QB = 5A cragus,
El = 6 cragusi. IHbIMM C/10BaMM, BCe HbIHE OTKPBITbIE 33/laud OTHOCSTCS K Pa3HbIM CTaJusiM
QHOHHUMHOCTH.
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